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Chapter 1

Intr oduction

1.1 Moti vation

Everyday, humansaccumulatemany smallpiecesof information.Someof this informationcanbeeasilystored
in existing systemssuchasaddressbooksor calendars,bothof which have beenimplementedin softwaread
nauseum.However, otherpiecesof informationarenot easilycategorizedfor handlingby a domain-specific
softwaretool. For example,whatwouldyouuseto keeptrackof moviesrecommendedby a friendor gift ideas
for a relative?Probablynothing.Most people1 storethis sortof informationtheold fashionedway – on paper,
eitherin a notebookor worseyet, on Post-Itnotesstuckto theinsidecover of their dayplanneror to theedge
of their computermonitor. Thosewho do useanelectronicsolutionfrequentlyuseplain ASCII text files,or an
email folder to storethis sortof data.Searchingfor andretrieving the informationwhenyou needit becomes
problematic,if not impossible.Are you likely to rememberthe nameof the Thai restaurantin Torontoyour
friend recommended6 monthsago?Evenif you wroteit down somewhere,canyoufind it?

Thetask,then,is to developa solutionto managesmall,unrelatedbits of cross-domaininformation,allowing
storage,update,searchingand retrieval, while making it simple for the user. We will call this systemthe
“Scraps”system.

1.2 Objectives

Thisprojectaimsto:

� designanAPI for storageandretrieval of smallpiecesof information.

� designanXML formatfor theserializationof this information.

� implementa prototypeclientandserver implementationusingthedesignedAPI.

� implementserializationof thisdatafor importandexport.

In accomplishingthesegoals,I hopeto furthermy understandingof informationmanagement,XML, network
communications,andremoteprocedurecalls.

1Source:informalsurvey conductedof 10studentsand10softwareprofessionalsin theOttawa area.
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Chapter 2

Methodology

In approachingthisdesignproblem,existingsolutionsthatprovidesolutionsto similarproblemswereexamined.
Then, the high-level requirementsfor the systemweredetermined,using the initial conceptand the lessons
learnedfrom existing solutionsasa basis. Following this, potentialtechnologieswereevaluatedandchosen.
Thesestepsareoutlinedin this chapter.

Oncethesestepswerecompleted,a final designfor the overall systemwasestablished.This is describedin
Chapter3.

2.1 Evaluation of existing solutions

Therearemany softwaresolutionsthatattemptto solve similar problemsto theonedescribedhere.Enterprise
datamanagementsolutionsare plentiful, for example,however they are several ordersof magnitudemore
complex than neededin this situation. Instead,the evaluationof existing technologieswill focus on those
solutionsthatcanbeusedon apersonallevel.

Thefivebelow werechosenbasedonrelatively non-objectivecriteria— theseweretheapplicationsthatin part
inspiredthecreationof this system— andevaluatedto determinetheir strengthsandweaknesseswith respect
to personaldatamanagement:

� Thebookmarksystemusedby theNetscapewebbrowser.

� TheRadioUserlandoutliner

� ThePalmPilot memopad

� ElectronicMail

� TheGooglesearchengine

Thebenefitsanddrawbacksidentifiedin theseprogramsaresummarizedbelow.
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Figure2.1: TheNetscapebookmarksmanager

2.1.1 NetscapeBookmarks

TheNetscapebookmarktool isn’t somethingtypically thoughtof whenyouthink of aninformationmanagement
tool, but it doesmanagea particulartype of information— HTTP andFTP URLS — for the Netscapeweb
browser. Otherinternetbrowsershavesimilar functionality, howeverwewill focusonNetscape’ssolutionhere.
Theversionof Netscapeevaluatedherewasversion4.76for Linux.

Netscape’s bookmarktool certainlyisn’t thegreatestway to manageinformation— it hasinducedmany soft-
warecreatorsto authorreplacementtools [Sherman,1999] to provide betterfunctionality— but, it doeshave
its goodpointsin additionto thebad.

Ontheproside,Netscape’sbookmarksystemallowsfor simple,one-touchadditionof abookmarkfor thepage
beingviewed.Location,title information,andcreationdateareautomaticallystoredwhencreatingabookmark
this way. It alsoupdatesa “Last visited” field eachtime the link is used,soyou cantrack recently(or not so
recently)usedinformation. The bookmarksystemalsoallows for the additionof a textual descriptionof the
bookmarkin additionto thetitle. Editinga bookmarkcanbeseenin figure2.2.

A plusfor theNetscapesystemis thatit allowsahierarchicalarrangementof nestingfolders(seefigure2.1),al-
lowing informationto becategorizedandgrouped.It alsousesanopen,readableformat(HTML with Netscape-
specificelementtags)for datastorage,allowing third partyappslike thereplacementtoolsmentionedaboveto
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Figure2.2: Editing abookmark

manipulatethedatawhile still allowing full accessby thebrowser.

On theconside,theeasy-to-usesystembecomesincreasinglydifficult to handleasthenumberof bookmarks
rises. Locating the informationyou want, even with the built-in searchtool, canbe nearly impossiblewith
hundredsof bookmarksin dozensof categories.As thequantityrises,theability to properlysortandcategorize
thebookmarksdrops.As well, thesearchtool doesnot provide a listing of multiple results.Insteadyou need
to stepthroughtheresultsindividually, usingthe“find next” operation,ratherthanbeingableto seeall search
resultsat a glance.

Thehierarchicalarrangementof thebookmarkscanbea benefitprovidedthatit canbeadequatelymaintained,
but oneof its maindrawbacksis thatit is difficult andtime-consumingto havethesameinformationlistedunder
multiple folders. To do this, Netscapeprovidesan“Alias” option,allowing you to have a pointerbackto the
originalbookmark.However, in practice,this is cumbersometo use,andthusseldomis.

2.1.2 Radio Userland Outliner

Radio Userland(http://radio.userland.org ) is an applicationand webserver that allows usersto
customizeonlinecontent,andto publishtheirown. In additionto its many otherfeatures,it allowscreationand
editingof contentin usingits built-in outliner. That outliner’s native format is the OutlineProcessorMarkup
Language(OPML)[OPML 1.0, Winer, 2001].

Thestatedgoalof OPML is

[...] to havea transparentlysimple,self-documenting,extensibleandhumanreadableformatthat’s
capableof representinga wide variety of datathat’s easily browsedand edited. As the format
evolvesthis goalwill bepreserved. It shouldbepossiblefor a reasonablytechnicalpersonto fully
understandtheformatwith a quick readof a singleWebpage.
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This is extremelysimilar to ourgoals,soobviouslyOPML andits outlinertool bearsa closerlook.

Themainbenefitof theoutliner is its ability to link in others’OPML codeanddisplayit within thecontext of
yourown outlinehierarchy. TheOPML formatitself is simple,well-structured,andstoresappropriatemetadata
suchasthe creator’s nameandemail address,a title, andcreation/modificationdates.It’s alsodesignedwith
human-readabilityin mind. An exampleof OPML canbeseenin Algorithm 1.

Algorithm 1 An exampleof OPML
<?xml version=”1.0” encoding=”ISO-8859-1” ?>
<opml version=”1.0”>

<head>
<title>Sample OPML</title>
<dateCreated>Sat, 03 Mar 2001 19:42:29 EST</dateCreated>
<dateModified>Mon, 05 Mar 2001 22:11:39 EST</dateCreated>
<ownerName>Dave O’Neill</ownerName>
<ownerEmail>dmo@acm.org</ownerEma il>

</head>
<body>

<outline text=”Today’s TODOList”>
<outline text=”Fly to Mars” />
<outline text=”Download movie listings” type=”link”

url=”http://ottawa.film-can.com/a vantg o/” />
<outline text=”Eat Cheese” />

</outline>
</body>

</opml>

The downsideto this systemis that it follows a traditional outliner model. Contentorganizationis strictly
hierarchical,and while this is a good model for outliners, it isn’t necessarilythe bestchoicefor a general
informationsystem.

2.1.3 Palm Pilot Memo Pad

The basicMemo Pad that shipswith PalmOSallows a userto createandstorebrief notesthat can later be
searchedandviewedon thedevice,or transferredto anotherPalmOSdeviceor a desktopcomputer.

Creatingandeditinga memois very simple(seefigure2.3). Thereis only onetext areato fill, andyour first
line in it becomesthememotitle. Thesizeof amemois constrainedat4,000characters,but sincemostmemos
areenteredusingPalm’s Graffiti handwritingrecognition,they areunlikely to get this large. Memoscanbe
assignedto acategory for groupingpurposes.

Themainbenefitsof this tool areits simplicity, andtheability to easilyandquickly transfermemosor entire
categoriesof memosto anotherPalm uservia thePalm’s built-in infrareddataport. Also, thefull text of these
memosis searchablethroughthePalm’ssearchcapability.

Thedrawbacksaremostlyrelatedto thesimplenatureof thetool. Thereis nometadatakeptor transmittedwith
eachmemoasa memosimply consistsof unstructuredtext, wherethefirst line is thetitle. Also, thereis only
onelevel of categorizationallowedwith no hierarchies,andmemoscannotbelistedin multiplecategories.
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Figure2.3: Editinga memoon thePalm

2.1.4 Electronic Mail

This “solution” is really a numberof solutions,onefor eachpieceof emailclient softwarein existance.Many
peopleusetheir email inbox andfoldersasa filing systemfor informationthey’ve recieved. Someevensend
themselvesemail so they canfile a particularpieceof informationwith the rest. The prosandconsof doing
this areconsideredon an aggregatebasis,taking into accountthe generalpropertiesof email readersandnot
focusingon any singlereader.

Thebenefitsof doingthis arefairly obviousto anyoneaccustomedto usingelectronicmail. Informationin an
incomingemail canbe immediatelyfiled to the appropriatestoragelocation. It’s a format that encodestitle,
creatoranddateinformation,andallows for arbitrarycontentof any typeandsize. It alsoallows theend-user
to choosefrom a widevarietyof userinterfaces(in this case,mail clients).Thetool is alsofamliarandin most
casesusedona daily basis.

The drawbacksof this may not be asobvious. First, oncereceived, email is not a terribly efficient storage
medium,astheoverheadof themail protocolin question(generallySMTP)is retainedin multiple mail header
lines, mostof which arenot relevant oncethe messagehasbeenreceived andstored. Examiningoneof the
author’sown email foldersusedfor this purposeshowedthat for anemailfile containing5858linesin 219582
bytes,only 3823linestotalling 119821byteswereusefulinformation(includingtheSubject:andFrom: head-
ers). Theremainder(46%of theraw file size,or 35%of the lines)washeaderinformationusedin theSMTP
protocol.

Second,email clientsdo not make it terribly easyto import andexport individual piecesof information for
useon portableor handhelddevices. Third, the useof emailasan informationmanagementdevice generally
precludesallowing third-partiesaccessto thedatacontained,asmuchof thesurroundinginformationmaybe
personalor confidentialin nature.

2.1.5 Googlesearch engine

Google(http://www.google.com ) is a searchenginedesignedto accuratelyindex andsearchtheWorld
WideWeb. While notapersonalinformationmanagementdevice,it is worthconsideringfor its searchinterface.
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Thesearchinterfaceitself is extremelysimple. Thedefault searchis to AND all of thesearchtermstogether.
Morecomplex searchesarepossible,but in factthey areseldomneeded.Theresultsof thesearcharedisplayed
togetherin rankedorder(in starkcontrastto mostof thesearchcapabilitiesin existinginformationmanagement
programs).

Its mainbenefitis that it is extremelyaccurate— soaccuratethat they cockily placean“I’m FeelingLucky”
buttonon thesearchinterfacethatwill take you directly to the top-rankedsearchresult. However, to achieve
suchaccurateresults,Googleusesa complex pagerankingsystemthatcouldnot beduplicatedon a personal
scale.

2.2 Requirementscapture

In examiningthe featuresandlimitationsof theexisting solutions,a numberof essentialrequirementsfor the
new systemwereidentified.

It must be simple to use.

The systemmust be simple for the end-userto learn and use,and it must be simple for a programmerto
understandandimplementa front-endclientor aback-endservercomponent.

It must allow both peer-to-peerand client-server models.

The systemwill be designedto have both client andserver components.However, thesecomponentscanbe
combinedinto asingleapplicationthatcanberunasa“peer” onthenetwork andinteractwith otherclientsand
servers.

It must be network-enabled.

Thesystemmustallow clientsandserversto speakto eachotheroverany TCP/IPnetwork.

It must have import and export capabilities.

Thesystemmustbeableto import from andexport to acommondataformat,to facilitatedatainterchangewith
otherprogramsthatdo notor cannotusethenetwork RPC-basedmethodto communicate.

It must not be limited to any hardwareor softwareplatform.

The systemshouldn’t be tied to a particularhardware or software platform, nor should implementationbe
confinedto oneprogramminglanguage.

It must not be tied to any particular backenddatabase.

Thesystemmustnotrequireany particulardatabasebackend.Individualimplementationscantakeadvantageof
SQL,XML structuredstorage,Berkeley DB, or anythingelse.However, thedesignwill besuchthata specific
back-endstoragesolutionis not specifiedor required.

7



It must be designedto allow for futur eenhancements.

Theprotocolandexport formatshallbedesignedwith futureexpansionin mindwherepossible.

It must support a full setof operations.

The protocoland implementationmust includecommandsfor adding,deleting,editing, viewing, searching,
importing,andexportingdatato andfrom thesystem.

It must allow both simpleand advancedsearches.

A simpleway for usersto querythesystemis necessary, asthemajority of querieswill mostlikely bemultiple
keywordsAND’ed together. However in ensuringsimplicity, the systemmustnot limit the ability to allow
powerful advancedsearches.

It must storemetadataon eachpieceof information.

Thesystemmuststorea certainamountof metadataon eachpieceof information. Metadataelementssuchas
timeof lastupdate,nameof author, andtitle informationareessential.

It must be a genericsolution.

Thesetof dataandmetadatarequiredwill bedefinedasgenerallyaspossibleto allow for themanagementof
many typesof potentiallydisparatedatain thesamesystem.

It must be usablewithout a network.

Theapplicationmustbeableto function in a standaloneenvironment. In a networkedenvironment,it will be
ableto take advantageof network searchesandpeer-to-peerdataexchange,however it mustbefully usablein
its own right asa stand-alonepersonalinformationmanagementtool.

2.3 Evaluation of potential technologies

In evaluatingexisting technologiesfor use,therewerethreeareasof focus; the dataexport format, the RPC
mechanism,andthesearchsyntax.

2.3.1 Data export format

Sinceanextensible,platformindependantstandardis neededfor dataexport, theonly realoptionhereis XML.

XML (theeXtensibleMarkupLanguage)is a markuplanguageintendedto representstructuredinformationin
a self-describing,text-basedformat. It wasdesignedto besimple,straightforward,andeasyfor applicationsto
process.Sinceit is a text-basedformat,it canbeusedacrossmultiple platformsandoperatingsystemswithout
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difficulty. This, and the fact that it is a free, openstandard,andthat thereareseveral reusablelibrariesand
componentsthatsupportreadingandwriting XML madeit idealfor this system.

With thechoiceof XML, thefield wasnarrowedbut by nomeanscomplete.With XML, thereareseveralother
relatedstandardsandstandards-in-progress.In theinterestsof simplicity andstability, this projectwill not use
XML schemasor namespaces,it will useonly XML 1.0[XML 1.0] andtheDTD approachto definingourXML
elements.

XML itself doesnotdefineadocumentformat,it merelydefinestheparameterswithin whichonecanbecreated.
Onemustcreatea DTD, or DocumentTypeDefinition, describingthevalid contentandstructureof anXML
document.Only thendo youhaveanXML-baseddocumentformat.

In looking to find a relevantexisting XML DTD for this application,nonewerefound. While therearemany
specificationsfor XML dataformatsavailable,thevastmajorityof themareunsuitedto thissystem,beingeither
too domain-specific,or too complex. So,it wasdeterminedthat for this system,a new documentspecification
wouldneedto becreated.This is explainedfurtherin chapter3.

2.3.2 RPC Protocol

A remoteprocedurecall (RPC)basedprotocol,usedto executeprocedureson a remotemachine,is a good
way to achieve thenetwork transparency desiredfor this systemwithout introducingexcesscomplexity to the
applicationson eitherend.

SinceXML waschosento be the dataexport format, it wasonly naturalto considerthe XML-basedremote
procedurecall protocolsXML-RPC andSOAP aspossiblechoicesfor our remotecommunications.Both of
theseRPCmethodswork by marshallingthedatainto XML at call-time,passingtheXML acrossthewire to
the remotemachine,whereit is unmarshalledfor theapplicationon theremoteendto processthecall. Upon
return,the processis repeatedin the otherdirection. The preferredmethodof network transportfor both of
theseprotocolsis HTTPovera TCP/IPnetwork.

XML-RPC is an RPCprotocoldevelopedin mid-1998by Dave Winer of UserLand.It wasdesignedto be a
“just-enough”solutionfor remoteprocedurecallsoverXML.[W iner, 1998] As such,it is relatively lightweight
andsimple,with few “bells andwhistles”.Theprotocolis frozenandno furtherchangesto it arebeingconsid-
ered.

SOAP[SOAP 1.1] is a follow-on to XML-RPC, originally createdby a collaborationof UserLand,Develop-
Mentor, andMicrosoft. It is now underdevelopmentby a W3Cworking group.It containsmany morefeatures
thanXML-RPC, includingtheuseof XML Schemasandnamespaces,new datatypes,differenterrorhandling,
anda muchmorecomplex encoding.

Both of thesehave goodcross-platformandcross-languagesupport,andarein reasonablywide use. At first
glance,it would seemthatSOAP would be thenaturalchoicefor this application,asthereis existing support
for it, andit is expectedby many to supplantXML-RPC for mostapplications.However, XML-RPC is stable,
containsall thefeaturesneededfor thissystem,andis notsufferingfrom thecreepingfeaturismthathasbefallen
SOAP.

2.3.3 Search syntax

Knowing thatwewill beusingXML for bothexportandtransport,it wouldseemto benaturalto useanXML-
basedsearchsyntax. Thereare several attempts,in varying stagesof completion,to definean XML query
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language.Of these,theW3C’s work-in-progressXQuery[XQuery] appearsto betheonly realcontenderfor a
standard.

Theproblemwith XQueryin this caseis that it is not a querylanguagefor defininggeneralsearchesasXML,
it is a querylanguagefor definingsearcheson XML. As we make no assumptionsasto theback-enddatabase
implementation,we cannotassumethat the databasewill be in XML. Becauseof this, XQuery is unsuitedto
thetaskat hand.OthersearchlanguagessuchasSQL alsohave similar drawbacks,beingdesignedto querya
certaintypeof data.

Thequerydescriptionlanguageneedsto bestructuredto meetseveralneeds.Theclientmustbeableto translate
the appropriateend-usersearchinput into the descriptionlanguagefor transmissionto the server. The server
mustbeableto translatethequerydescriptioninto thecorrectformatto querytheback-enddatabase.Finally,
thequerydescriptionlanguagemustbeserializablefor storageitself, or for export.

Becauseof theseneeds,andbecausewewill needto performatranslationonbothends,wewill needto develop
ourown simplesearchencoding.This is definedin Section3.3.

10



Chapter 3

Design

After arriving upon a set of generalrequirementsand somesuitabletechnologiesto use, the major design
questionsstill remain. We needto determineexactly what setof datawe wish to storeandmake available.
Then,weneedto determinehow thisdatawill bestored,exchanged,andsearched.

3.1 What data do wewant?

3.1.1 The Scrap

Sincethesystemis beingdesignedto storesmallpiecesof information,we needto establishhow to describe
thesmallestpieceof datain it. We will call this basicunit a scrap. In keepingwith this theme,we will referto
our localdatabaseof scrapsasacollection, andanXML-exportedgroupof scrapsasa scrapbook. Theseterms
will beusedthroughouttheremainderof thedocument.

In determiningwhat sort of dataa scrapshouldhold, threemain goalswerekept in mind. First, the dataset
mustbecompleteenoughto allow all relevantmeta-informationaboutthedatato bestoredalongwith it. For
example,retainingassociatedinformationlike a shortdescription,thedatecreated,andtheauthor’s nameand
emailaddressis essential.

Second,it mustbegenericenoughto allow thesamescrapspecificationto beusedto describedatafrom many
differentdomainswithoutwaste.Having datafieldsthatareseldomor neverusedbecausethey areirrelevantto
thetypeof datastoredwithin is to beavoided.

Third, it mustbeextensible.Theremaybefutureusesfor this systemthathave not beenenvisionedyet,or the
designmaysimply overlooksomething.Thedesignshouldnot precludefutureextensions.

Thegoalsaboveparallelthelargergoalsof theDublin CoreMetadataInitiative[DublinCore,1999], andsothis
designwill draw upon,andaim for compatibilitywith, theDublin CoreElementSet.

Thedatathatwill bestoredin a scrapare:

data Thedataitself. This canbein any of theallowedtypes(seebelow). This specificationis content-neutral,
sothedatafield cancontainanything thatcanbesafelyrepresentedinsideanXML document.However,
it is intendedthatonly text-basedcontentwill besupportedfor thetimebeing.
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data type This describesthetypeof datapresent.Thepurposeof this is to allow for specialhandlingof data
dependingon type.Currently, wewill only supportthreetypes:

text This indicatesthat the datacontainedin the datafield is plain ASCII text. Thereis currentlyno
supportfor Unicode.

url This indicatesthatthedatafield containsasingleURL. Thisallowsreferencesto externalcontentor
largerdocumentsto bereferencedfrom within thesystem.Client programsshouldallow theURL
to beopenedin theappropriateapplication(webbrowser, FTPclient,etc).

query This indicatesthatthedatasectioncontainsastoredsearch.Seesection3.3 for details.

title This is a title for the scrap. It will be frequentlyusedby client applicationsasa title, andasa quick
indicatorof thecontentof thescrap.It shouldbeshortanddescriptive.

description This containsa longerdescriptionof thecontent.It canbemoreverbosethanthetitle, but should
beno morethana summaryof theactualdata,nota duplication.

keywords Eachscrapwill be associatedwith oneor morekeywords. Keywordsshouldbe short, only one
or two words long. Spaces,apostrophes,andhyphensmay be used. The usageof otherpunctuation
charactersis not permitted.Thekeywordsareusedto locateandextractscrapsfrom a collectionvia the
searchmechanismexplainedin furtherdetail in section3.3.

date Eachscrapcanhave oneor moredatesassociatedwith it. Thesedateswill typically be automatically
storedby thesoftware,andnot entereddirectly by theuser. Currently, four differentdatescanbeassoci-
atedwith eachscrap:

created Thedatethatthegivenscrapwasinitially created.Thisshouldnot bechangedover thelifetime
of thescrap.

modified Thedatethescrapwaslastmodifiedonthissystem.Sincescrapscanbecopiedandexchanged,
this dateonly appliesto this copy of thescrap.

accessedThe datethe scrapwaslast accessedon this system.As above, this dateonly appliesto this
copy of the scrap. It is updatedon any access,so both readsandwrites shouldchangethis date,
while searchesshouldnot.

imported The datethe scrapwas importedinto this system. This dateshouldbe set if the scrapis
importedinto the local scrapcollectionfrom anothersystemvia RPC,or from an exportedXML
scrapbook.

creator Thecreatorof thescrap.For thecreator, a nameandemailaddresswill bestored.This identifies,and
providesameansof contacting,thepersonresponsiblefor this information.

contributors Wealsowishto storea list of all peoplewhohavecontributedto theparticularscrap.Thisallows
trackingof changesfrom theoriginal asit is modified. For eachcontributor, we will storename,email,
dateof contribution,andanoptionalnotedescribingthechanges.

Onemorepieceof informationmustbe stored,andthat is an id that allows eachscrapto be uniquely iden-
tified. Sincethe inherentdesignof this systemis for scrapsto be exchanged,we needsomeform of unique
identificationthat will not clashwith identifierscreatedby others.The natureof the systemis alsosuchthat
we cannothave somecentralagentassigninguniqueidentifiers. Becauseof this, we will usetheDCE UUID
(UniversalUnique Identifier) scheme. UUIDs have sincebeenstandardizedin ISO/IEC 11578,but as this
ISOstandardis notfreelyavailable,thedocumentationathttp://www.opengroup.org/onlinepubs/
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Figure3.1: Communicationwithin theScrapssystem.

9629399/apdxa.htm [UUID] wasusedfor our implementation.This schemecould be easilyreplacedby
anothermethodof generatingaglobally-uniqueidentifier, but theUUID schemeservesourpurposesadequately
for themoment.

Below, in section3.2,we describehow thisdatawill beexportedandexchanged.

3.2 How do wecommunicate?

At this point, we have alreadydecidedupona network-based,client-server modelfor our system.This model
usestwo methodsof communicationfor thepurposesof dataexchange.A diagramillustrating thesepossible
communicationmethodscanbeseenin figure3.1.

Thefirst is dataexchangevia theXML-RPC protocol,intendedfor talking to clientsandserversconformingto
thedesignof this system.As mentionedabove, XML-RPC communicatesacrossa network connectionusing
theHTTPprotocol.Ignoringprogramminglanguagedependentissues,atypicalXML-RPC call proceedsin the
mannerdescribedin figure3.2. It is generatedin native formaton theclient, encodedasXML, transmittedto
theserver, decoded,andprocessed.This thenhappensin reverse,to returntheresultsto theclient.

Thesecondis thedataexport format, intendedfor dataarchival, off-line operation,andinteractionwith other
applications.This methodrequiresthat the exportedfiles be transportedin someout-of-bandmannerbefore
beingimportedthroughsomeclientandinto a server, eithertheoriginatingone,or anotherserver.

Generally, clientsareexpectedto havesomesortof network access.Most, if not all, moderndesktopoperating
systemsallow useof the loopbackinterfaceto accessthe local machineusingnetwork protocols,so this is
a reasonablysaferequirement.Clients that requiredisconnectedaccess,whereno communicationwith the
scrapsserver is possible,canbe implementedto cachesearchresultsin the client for later use,or to usethe
import/exportmechanismsprovided.

3.2.1 The API

TheRPCAPI sitson top of XML-RPC (aschosenabove in section2.3.2). Thegoalof theAPI designwasto
supportall basicfunctionality for manipulatingthe scrapsin a collectionassimply aspossible.With that in
mind, theAPI commandscurrentlydesignedare:
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1) Client encodes data 
    as an XML-RPC call
    for transmission to
    server

2) Client transmits data 
    to server over HTTP. 3) Server decodes data

    into native format for
    processing.

4) Server determines
    which XML-RPC call
    to perform, and does 
    so.

5) Server encodes result
    as an XML-RPC response
    for transmission to client.

Client Server

6) Server transmits data 
    to client over HTTP.

7) Client decodes result
    into native format for 
    processing.

Figure3.2: Life-cycleof anXML-RPC call.

scraps.newScrapCreatesa new scrapin thecollectionusingthegivendata.

scraps.fetchScrapReturnsall dataona scrapwith thegivenscrapidentifier.

scraps.deleteScrapDeletesascrapfrom thecollection.

scraps.saveScrap Updatesanexisting scrapwith new information,or storesa newly-importedscrapobtained
from anotherserver.

scraps.search Searchesthecollectionfor scrapsmatchingthegivencriteria

scraps.exportScrapExportsthescrapwith thegivenscrapidentifier.

scraps.exportSearch Exportsall scrapsmatchingthegivensearchcriteria.

scraps.import Importsa singlescrapor a scrapbookof scrapsinto thecollection.

Eachof thesefunctionstakesa usernameandpassword, both in plain ASCII text, beforethefunction-specific
arguments.Theusermustbeauthenticatedsuccessfullyfor thecommandto beprocessed

Therearealsocommandsfor manipulatingtheuserdatabase.Currentlytheseare

scraps.user.add Addsa new userto thedatabasewith thegivenusernameandpassword.

scraps.user.remove Removestheuserwith thegivenusername.

scraps.user.changePassword Alters thepassword for thegivenuserto thenew password supplied.

scraps.user.verify Verifiesthevalidity of a username/passwordcombination.

scraps.user.list List all valid usersin thedatabase.

Eachof thesefunctionstakesa usernameandpassword, both in plain ASCII text, beforethefunction-specific
arguments.Theusermustbeauthenticatedsuccessfullyfor thecommandto beprocessed.

ThisAPI is fully describedin AppendixC.
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3.2.2 The export format

Theexport format is to provide a serializationof all datapertainingto a scrapin thecollection. As mentioned
previously, thiswill bedoneusingvalid XML conformingto aDTD definedfor thissystem.All of thedataand
metadatafor thescrap,asoutlinedabove,will beoutputto this export format.

Theexport DTD is fully describedbelow in AppendixA. A sampleof theexport format in usecanbeseenin
AppendixD.

3.3 How do wefind it?

Now that we have definedwhat the datais, andhow it canbe accessed,we needto know how to make that
accessmeaningful.Specifically, how canwe fetchinformationfrom thecollection?

Thefirst wayof fetchingascrapis by retrieving it by id. This is doneby usingthescraps.fetchScrap()
method,which is calledwith anid asanargument.It will returnthefull datafor thescrapmatchingthat id, if
it existson thesystem.

The secondway of fetching informationis by performinga search.Searchesareprimarily keyword based1,
usingbooleanlogic (AND, OR,NOT) to tie thekeywordstogetherto achieve thedesiredcombination.On the
server, the searchis performedby matchingthe desiredkeywordsfrom the searchcriteria againstthe stored
keywordsfor eachscrap.

3.3.1 Why a keyword-basedsystem?

Oncewehavestoreddataonthesystem,weneedaway to retrieveit later. A plain full-text searchis anobvious
first choice. Themaindrawbackof this typeof searchis that it doesn’t understandthecontext andsemantics
of the information. Also, the informationitself may not be plain text, asa scrapcanhold otherdata,suchas
a URL or XML-formatted text. Naturallanguageprocessingcould take careof someof this, but it would not
providesufficient improvement,especiallyin caseswherethedatais tooshort,or doesnot actuallycontainany
wordsthatwouldprovideanadequatesearchkey.

Instead,we will usea user-providedkeywordsystem.Thishasa few obviousbenefits:

� Userscansupplymeaningfulkeywords,usingappropriatecontext.

� Keywordsneednot bedrawn directly from thecontentor othermetadata.

� Sincekeywordsareuser-supplied,theuseris morelikely to usethesamekey termsin searching.

Also, thereis no reasonwhy a client programcould not automaticallygeneratethe keywordsfrom the scrap
data,description,or title if theclientauthorsodesired.

1However, supportexists in the protocol for searchingon other metadata,suchas datesor creatornames. This hasnot yet been
implementedin theprototypecode.
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3.3.2 The Search Encoding

Searchingmustbe simple,but allow morepowerful searchesto be used. Balancingthesecanbe difficult as
simplicity andpoweroftenconflict. In addition,we neededto definea searchin sucha way that:

� The samesearchformat can be usedfrom many different clients, possibly implementedon multiple
platformsandin multiple programminglanguages.

� Theclient canmake thesearchassimpleor aspowerful asneededfor theusers.

� Thesystemcanstoresearchesfor reuselater.

� The searchsystemcanbe expandedfor other typesof search,suchasdateranges,authorship,or data
type.

To do this, it wasnecessaryto designanintermediateformatto encodesearches.Thesearchwould beentered
into theclientprogramin anon-specifiedformat,translatedinto our intermediateformatfor transmissionto the
server, andin theserver code,translatedinto theappropriateformat for searchingthe implementation-specific
back-enddatabase.

In keepingwith the restof the system,this format is structuredin an XML-friendly manner. A searchin our
intermediateformatcanbein oneof two encodings.First, it maybeencodedasa structin XML-RPC (asper
the API specificationin AppendixC) for transmissionto a server, or it may be encodedin XML (using the
DTD specifiedin AppendixB) for storageasascrap,or for stand-aloneexport. Thesoftwareoneitherendmay
internallyrepresentthesearchin any waynecessary.

Thesimplesearchformatis basicallyaprefix-notationsystem,wheretheargumentsfollow thebooleanoperator
in a list. This is simple to encodeboth asstraightXML (wherethe argumentsto the booleanoperatorare
containedin a tag thatdefinesthatoperator)or in an XML-RPC structencoding(wheretheargumentsto the
booleanoperatorarecontainedasa valuein thatoperator’sstructmember).

Insidethis prefix-notationarrangementcomesthesearchspecifiersthemselves. Thebooleanoperatorscanbe
combinedandembeddedin any sortof nestedarrangement,but ultimatelythey mustcontaina searchspecifier.
Currentlydefinedspecifiersarekeywordsanddates.

A keyword specifierconsistsof simplecharacterdatarepresentingonekeyword. Multiple keywordsarechained
togetherappropriatelyby thebooleanoperators.

A datespecifieris named“created”,”imported”,”accessed”,or ”modified”. Theselabelsserveto identify which
datefield of the scrapis to be matchedagainst. Insidethe datespecifieris anotherelementthat containsthe
actualdate(asplain text data)to bematched.Thenameof this elementdefineshow thedateis to bematched.
Valid valuesare“on”, “before”, and“after”, definingwhetheror not we wish to retrieve itemsthatmatchthe
dateexactly, occurbeforeit, or occurafterit.

Wrappingthisbooleanlogic is aqueryspecifier. Insideaqueryspecifier, therearefour valid elements;thethree
booleanoperators,andanoptional“server” specifierthatprovidesa URL to theserver we wish to search.See
algorithm2 for anexampleusinga LISP-like syntax. Only oneof the threebooleanoperatorscanbepresent
insideaquery. Thesearchmustbeformedsothatthereis only onetop-level booleanelement.

Abovethis lies thetop level of asearchconstruct.This is themultiqueryelement.It cancontainmultiplequery
elements,theresultsof which areaggregatedtogetherandreturnedoncethequeryis complete.Notethat this
definitiondoesnot allow a multiqueryto performoperationson theretrievedresults.For example,you cannot
searchServerA andServerB andthenreturnthesetof resultsthatis presentonly onServerA but notonServer
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Algorithm 2 A simplesearchexampleformattedin a LISP-likestyle.
(and

(keyword “banana”)
(not

(keyword “ninja”)
(or

(keyword “pickle”)
(accessed

(after “Sat Mar 10 09:08:00 EDT 2001”)
)

)
)

Thisdescribesasearchequivalentto thesentence:

Returnall scrapsmatchingkeyword “banana”andnot matchingkeyword “ninja” andmatching
keyword “pickle” or accessedafterMarch10that9:08am.

B. This is anintentionalomissionto reducecomplexity, thoughthis anareawherefutureenhancementsto the
searchprotocolmaycomeinto play.

Themultiquery, thoughvalid in all contexts,doesnot provideany benefitnormakeany sensewhenthequeries
containedwithin it do not referto multipleservers.

3.4 How do westore it?

As a generalrule, thesystemshouldnot betied to any particularstorageimplementation.However, to imple-
mentaprototype,weneedto choosesomeform of back-endstorage.For easeandspeedof development,it was
decidedthattheprototypewould useanSQL database.

Thedatabaseusedfor thisprototypeis MySQL (http://www.mysql.com/ ).

3.5 DesignConclusions

Thissystemwill consistof two maincomponents,aclient componentandaservercomponent.Thesetwo have
differentresponsibilities. Theserver is to storethe dataandserve it up in responseto appropriateAPI com-
mands.Theclient is to presentanappropriatefront-endto theuser, andtranslateuserinput into theappropriate
API commandsto manipulatedataon theserver.

Communicationbetweenthecomponentswill useour definedAPI over theXML-RPC protocol.Indirectcom-
municationcanalsobeachievedthroughexportingandimportingdatafrom eachcollection.

Theexport formatwill beXML, basedon a DTD we havedefined.

Searchcriteria will be encodedby the client in a set format, and transmittedto the server, whereit will be
decodedto performthesearchon the appropriateback-enddatabase.Searchcriteriacanalsobeserializedas
XML andstoredin thesystemasa scrap,for lateruse.
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Theprototypewill initially implementonly thekeyword-basedportionof thesearchschema,with otherportions
to follow.
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Chapter 4

Implementation

The prototypeimplementationis intendedto be a demonstrationof the capabilitiesof the Scrapssystem.It
consistsof threeseparateparts;a server component,a web-basedclient component,anda partially-functional
GUI client.

For easeandspeedof development,thesethreepiecesweredevelopedusingthePerlprogramminglanguage,
usingthe excellentreusablecomponentsavailablethroughthe Comprehensive Perl Archive Network (CPAN
http://www.cpan.org/ ).

No performancetuning wasdonefor this implementation,andassuch,therearemany openpossibilitiesto
enhancethespeedandmemoryfootprintof theseprograms.

Thischapterdocumentsthecreationof thesethreecomponents.

4.1 Server

The overall designof the server is that of a simpleHTTP server that handlesXML-RPC requests,decodes
themfrom the XML-RPC encodingfor handlingby local Perl code,andthenencodesthe returnedresult in
XML-RPC to bereturnedasanHTTP response.

The core of this is the useof Perl’s HTTP::DAEMON class,to handlethe HTTP requests,and the FRON-
TIER::RPC2 class,whichhandlesthemarshallinganddemarshallingfor theXML-RPC protocol.Thedatabase
back end usedis MySQL (http://www.mysql.com/ ), a freely available simple SQL database.Perl’s
databaselibrary, theDBI andDBD::MYSQL classes,areusedto connectto thedatabase

4.1.1 DatabaseSchema

Thedatabaseschemafor this prototypewascreatedto berelatively simple,andto follow ascloselyaspossible
theScrapsDTD in SQL.This SQL schemaconsistsof threetables,“scrap”, “contributor” and“user”. An E-R
diagramof this schemacanbeseenin figure4.1.

The“scrap” tableholdsall informationon a scrap.Eachscrapin thedatabasecanbeassociatedwith multiple
contributors,whicharestoredin the“contributor” table.Contributorsin this tableareassociatedwith scrapsby
thescrapid element.
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Figure4.1: An E-R diagramof theback-enddatabase

The“user” tableholdsusernameandpassword informationthatis currentlyonly usedto connectto thesystem,
andis notassociatedwith thescrapdataat all.

In the first iteration of the prototype,a fourth table, “keyword” was also used. In an early revision of the
prototype,the “scrap” tablewasfurtherdecomposedto storemultiple keywordsin a separatetable,usingthe
scrapid asa linking element.This provedproblematic,assearchingfor scrapsthatmatchmultiple keywords
becamedifficult becausekeywordswerestoredin a separatetable. Insteadof this table,the “keywords” field
wasintroducedinto the “scrap” table. Multiple keywordsarestoredin this field usinga delimiter to separate
them.This allowssearchqueriesto beimplementedin amuchmorestraightforwardmanner.

4.1.2 Program flow

Theprototypeserver is written in a simplelinearfashion.At starttime,a connectionto thedatabase,anHTTP
server object,andanXML-RPC decoderareall created,asis a lookup tablemappingAPI call namesto Perl
functioncalls.We thenwait on incomingHTTPconnections.

WhenanHTTP connectionis received,we stopacceptingincomingconnections(allowing themto queueup)
andhandlethenewly receivedconnection.It would bedesirablefor a productionimplementationof this code
to handlemultiple connectionssimultaneouslythrougheithera threadedor forking server model,however this
addsneedlesscomplexity to a proof-of-conceptprototype.

For eachincomingconnection,wedetermineits validity asanXML-RPC call. If it is notone(ie: is someother
HTTP request,for a documentperhaps)we returnan HTTP “Forbidden”response.Otherwise,we begin the
processof decodingthecall. This is handledby theparse_request() functionin ourservercode.

parse_request() first attemptsto decodetheXML-RPC call, andthencheckit to ensureit is well-formed.
If it is not,theappropriateerroris returnedusingtheXML-RPC faultmechanism.Thismechanismwill generate
acatchableexceptionon theclient.

If it is a well-formed call, we then begin to handleits data. As explainedin Appendix 2.3.2, the first two
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arguments1 to any of our API calls is a usernameandpassword. We usethis informationto validatethe user
againstour database(the user table). If the useris not valid, we returnan INVALID_AUTHENTICATION
fault to theclient.

We then checkto seethat the call invoked is actually a definedone on this server. We perform this after
authenticationin orderto notgiveawayany informationwhatsoever to anunauthenticateduser.

After performingthis step,we thenusethe lookup tableto determinethe appropriatePerl function to handle
thiscall

4.1.3 Handling of API calls

The API calls arehandledby a correspondingPerl function. To executethe correspondingPerl codefor an
API call, a lookuptablekeyedon thefull API call nameis usedto returna functionreference.This functionis
theninvoked,passingit theauthenticatedusername,a referenceto our databaseconnection,andtheremaining
argumentvaluesgiven to the call. It will theneither return success,in which casethe resultsrequestedby
thecall arereturned,or failure,in which caseanappropriateXML-RPC fault is returnedindicatingthefailure
condition.

ThePerl functionsthemselvesareimplementedin the SCRAPS andSCRAPS::USER packages.Unfortunately,
dueto thelookupmethodused,thesepackagesarenot Perlobjects,but aresimply functionsdefinedin another
namespace.This is sufficient for ourpurposes,but is notparticularlyelegant.A properobject-orienteddispatch
methodwould bepreferred,andwill beimplementedin thefuture,possiblyusingoneof thecreationaldesign
patterns[Gamma,1995, pp87-107].

4.2 WebClient

Thewebclient is designedasa simplemulti-pageCGI script,usingseveralpublically-availablePerlmodules,
specificallythe CGI moduleto dealwith CGI interaction,the HTML::TEMPLATE moduleto encapsulatethe
HTML portionsof our interfaceaway from our code,theFRONTIER::CLIENT moduleasourXML-RPC inter-
face,andthe CRYPT::BLOWFISH andCRYPT::CBC modules,usedto encryptour authenticationinformation
(moreon thatlater).

In additionto thesepublically availablemodules,thecodeusesa dispatchmechanismoriginally written by the
authorfor a previousweb-basedproject.Sincethewebclient wasimplementedafter theserver, it doesusean
improveddispatchmethod(animplementationof theAbstractFactorypattern[Gamma,1995, (87)]) to invoke
theappropriatehandlerfor therequestedoperationfrom theCGI request.

This script runsusingthestandardCGI interface,astestedusingtheApachewebserver, thoughit couldeasily
bemodifiedto run asaserverextensionusingmod_perl.

4.2.1 UserAuthentication

SinceourAPI requiresausernameandpasswordfor eachcall,weneedsomewayof storingthisinformationfor
reuse,asit wouldbeextremelyannoyingto theuserif werequestedausernameandpasswordbeenteredfor each
operation.Themethodchosenfor this wasto useHTTP Cookies.A “cookie” is a smallpieceof information

1Unlike SOAP, parametersin anXML-RPC call arepositional.SOAP usesnamedparameters.
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Figure4.2: Themenuasseenin thewebclient

storedon the client’s browser that is returnedto the server with eachHTTP requestmade. To implement
this solution,we usedthePerlmoduleCRYPT::CBC, which is a simpleinterfacefor symmetricencryptionof
arbitrarydata.It canuseseveralunderlyingencryptionalgorithms,but we havechosentheBlowfish algorithm
asimplementedin CRYPT::BLOWFISH. Oncea userhassuppliedtheir usernameandpassword for the first
time, they arecombinedtogetherandencryptedusinga secretserver key via the CRYPT::CBC module. This
givesusanencryptedstringwe canthenusein our cookie.

If anHTTP requestcomesin bearingthis cookie,andthecookiedecryptsto providea usernameandpassword
thatcanbevalidatedvia theAPI, theuserdoesnot needto entertheirpassword.

4.2.2 Structure

Oncea userhasloggedin, they arepresentedwith a menu.This menu(seenin figure4.2)liststheoperations
immediatelyavailableto them. At login, the availableoptionsareto adda scrap,searchfor a scrap,import
scraps,or log out. Also availableareusermanagementcommands,addingauseror listing users.

Viewing of a scrapis availableonly from theresultsof a search.Fromtheview of a scrap,you canchooseto
edit it or export it.

Exportationof a scrapbookof scrapscanbe donefrom the searchresultspage.First, you defineyour search
criteriasuchthatthedatayouwish to export is returned.Then,you select“export resultsasscrapbook”.

Thesearchresultspageis alsowherea searchmaybestoredasa scrap.Currently, though,thereis no way to
executeastoredsearchin this prototype.
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Figure4.3: Web-clientsearchresultspage.

A screenshotof thesearchresultspagehighlightingthesefeaturescanbeseenin figure4.3.The“storesearch”
and“export resultsasscrapbook”operationscanbeseennearthebottom.Thesearchmayalsoberefinedusing
thesearchboxat thetop.

4.2.3 Event Handling

Thebasicstructureof this CGI scriptis asfollows.

TheCGI is invokedby thewebserver. It determinestheoperationto performby checkingthe’op’ parameterof
theincomingrequest.TheDISPATCHER class(anAbstractFactory)thencreatestheappropriatehandler.

Handlersaresubclassesof a SCRAPS::CLIENT::HANDLER classdesignedfor this application.This classcon-
tainscommonfunctions(for gettingandsettingdata,generatingtemplates,etc)anddefinesacommoninterface
of over-ridablefunctionsto beimplementedby eachsubclassto performtheevent-specificoperations.

Eachvalid operationhasits own subclass,suchasSCRAPS::CLIENT::HANDLER::VIEWSCRAP. This is where
theactualwork is done,performingtheXML-RPC callsandformattingtheresultsfor returnto thebrowser.

4.2.4 A sampleoperation - editscrap

It is probablybeyond the scopeof this report to give a detailedexplanationof eachoperationthat can be
performed,soin theinterestof brevity, only theeditscrapoperationwill beexplained.
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Figure4.4: Viewing searchresultsin theGUI client.

OncetheCGI requesthasbeenreceived,theuserauthenticated,andthehandlerclassfor the“editscrap”opera-
tion createdandinitialized, thehandler’sprocess() methodis called.

This methodfirst checksto make sureany essentialdatais presentin the request.If not, anerror is returned.
Then,acheckis performedto seeif wearesubmittingacompletededit,or if wearerequestingtheform to edit
aspecificscrap.If thelatter, we retrieve theoriginaldatafor thatscrap,generatetheHTML output,andreturn.

If we areprocessinga completededit, we needto constructanAPI call andsendit. This is relatively simple,
asnoneof the datavalidationis doneon the client. All we needto do is constructthe appropriatePerl data
structure(in this case,an anonymoushash)for the FRONTIER::CLIENT moduleto turn into an XML-RPC
encodedstruct. We thenperformtheappropriateRPCcall, andawait theresults.If it is successful,we usean
HTTP redirectto sendtheuserto theviewscrappage,wherethey will beableto seetheir new changes.If the
call fails,we redisplaytheedit form alongwith anappropriateerrormessage.Sincedatavalidationis doneon
theserver, enteringof invalid datawill triggeranerror, andtheusershouldbeallowedto correctthedataand
resubmit.

4.3 GUI client

TheGUI client is intendedto provideasimplemethodof accessingtheScrapssystemwithout theneedof aweb
browseror CGI-enabledHTTPserver. Theclient is writtenin Perl,andusestheGtk windowing toolkit (http:
//www.gtk.org/ ) for its graphicalinterface.At thetimeof thiswriting, it is not feature-complete.TheGUI
client currentlyonly supportssearchingandviewing of scraps.Editing, exporting,andusermanagementare
not yet supported.
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Thedesignof this client is relatively simple.UsingtheGtk eventframework, we bind callbacksto eventsthat
will initiatetheappropriateactions.For example,thebuttonpresseventfor thesearchbuttontriggersthesearch
callback.ThisfunctionmakesanAPI call (usingFRONTIER::CLIENT) anddisplaystheresultsin thelist widget
(seefigure4.4for anexample).

Clickingonthetitlesof eachof thecolumnsin thesearchlist will sortthelist by thosecolumns.Double-clicking
on any of thesearchresultrowswill displaya full view of thescrapin aseparatewindow.
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Chapter 5

Futur eEnhancements

Throughoutthe project,several ideasarosethatwould be excellentadditionsto the system,but would be too
timeconsumingto implementwithin thedeadline.Duringplanningandimplementation,theseideaswerenoted,
andallowancesweremadefor futureexpansionin thedesignandimplementationstagesto supportthem.

Theauthorintendsto continuework on this projectin thefuture,astime allows. Thissectionpresentsa few of
themorefeasibleof theseideas.

Transaction-layer security

Thecurrentprototypeimplementationpassesall informationin theclearover thenetwork. Futureimplemen-
tationsshouldoptionally be able to useTLS (TransactionLayer Security)as definedin RFC 2246 http:
//www.ietf.org/rfc/rfc2246.txt (The TLS Protocolversion1.0) andRFC 2818http://www.
ietf.org/rfc/rfc2818.txt (HTTP over TLS). TLS is the next iterationof the SSL (SecureSockets
Layer) protocolcreatedby Netscape.This canbe easilyaccomplishedusingthe OpenSSLlibrary available
from http://www.openssl.org/ , however theadministrativeoverheadof generatingandmanagingcer-
tificatesmaynotbeworth thetroublefor mostpurposes.

Multi-thr eadedprototypeserver implementation

Currently, theprototypeserver only supportssingleconnections.This wasa decisionmadeto easedebugging
andimplementationof theprototype.It would bereasonablysimpleto implementa traditionalUNIX forking
server to dealwith multiple requests.A threadedimplementationmay necessitateusinganotherlanguageof
implementation,asPerl’s threadingsupportis still unstable.

EnhancedUserManagement

Currently, theAPI supportsmultipleusers,but doesnotallow theassignationof permissionlevelsto theseusers.
As such,all usershaveequalpermissionto add,edit,anddeletescraps.

Improved usermanagementthat will allow for permissionsto add,edit, delete,andsearchscrapsaddedor
revokedon a per-userbasisis definitelynecessary.

A further improvementwould beto creategroups,with which bothusersandscrapscouldbeassociated.This
wouldallow only usersin a certaingroupto view certainscraps.
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CategorizationSystem

Thekeyword-basedsystemis reasonablygoodfor retrieval of informationvia asearch,but doesmakebrowsing
of dataratherimpossible,asyou needto havedefinedsearchcriteria.

Addingacategorizationsystemwould allow for browsingof thesystem’scontent,andallow for easilyrestrict-
ing searchesto a specificcategory. Also, a categorizationsystemcouldeasilybemadehierarchical,similar to
thatof theOpenDirectoryProjecthttp://dmoz.org/ or Yahoohttp://www.yahoo.com to allow for
“drilling down” into areasof interestor broadena searchacrossa largerareawithout having to dealwith extra
booleanoperatorsor precedenceruleswhencreatinga search.

Clients for PDAs and portable devices

A client for PalmOS-basedPDAs is a definitepriority for thefuture.This would requiretheimplementationof
a viewer thatwould run on thePDA, anda desktopconduitthatwould connectto theserver andsynchronize
changesusingtheXML-RPC API.

An interim solutionmaybeto useexisting Palm tools(suchastheMemoPad)to view exporteddatafrom the
scrapcollection.

Onlineviewing for thePalm mayalsobepossible,givenappropriatewirelessInternetaccess.

Impr ovedsearching

Thesearchcapabilitycouldeasilybeimproved,bothin thedesignandin theprototype.Featuressuchasfull-
text searchingcouldbeaddedto thedesign,for example.In theprototype,a full implementationof theexisting
searchprotocolis necessary.

Extend to allow for binary data

Binarydatais easilyhandledin bothXML andXML-RPC throughBase-64encoding.However, extendingthis
systemto handlearbitrarybinarydatamaysubvertits originalgoalof beingamethodfor storingandexchanging
smallpiecesof information.It wasnot designedto bea generalmetadatasolution,andshouldprobablynot be
usedasone.

Thatsaid,someof theconceptsexploredheremaybeusefulin designingagenericwrapperfor storingmetadata
on any file format,asanoffshootof this project.

Pluggable“content handlers” for viewing

It wouldbeaninterestingextensionto addcross-platformpluggablecontenttypes,perhapsusingtheeXtensible
StylesheetLanguage(XSL http://www.w3.org/Style/XSL/ ) to translatethestructuredcontentfrom
the datasectioninto properly formatteduser-viewabledata. For example,a data-typeof xml/movie-review
couldbedisplayedandformattedappropriatelyusingthis displayplugin.
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Protectingcontent integrity

A contentintegrity protectionsystemis anotherpossibleaddition. This would not be a contentprotection
systemin the digital rights managementsenseof the word. It would not ensurethat the content’s viewing or
distributioncouldbecontrolledby theoriginalauthor;it wouldbeusedto ensurethatany contentdistributedas
beingfromtheoriginalauthorcouldbeverifiedassuch,andvalidatedto ensurethatit is complete,unedited,and
unmodified.Thiscouldbeaccomplishedusingdigital signaturemethodssuchasPGPor GPGandtheirexisting
infrastructurefor key verificationandkey revocation. With a verificationsystemworking in this manner, it
would be simple to verify that a scraprecieved by searchinga network peeris as the authorhad intended.
Digital signaturescould also be chainedin sequence– this would be usedby contributorswho have made
correctionsor updatesto a signedoriginalandwish themto beverifiablycorrectandcomplete.

Constraints on search results

With the currentAPI, it is entirely possiblethat a searchmay returnhundreds,or thousandsof results. This
couldpotentiallycauseproblemsontheclientend,dueto thesheernumberof resultsoverwhelmingtheclient’s
resources.Two potentialremediesfor this situationarepossible.First, extendingthescraps.search call
to take anargumentrepresentingthemaximumnumberof resultsto return.Second,a new searchcall couldbe
implementedthatwouldstorethesearchresultsontheserverandallow theresultsto beretrievedin manageable
chunksvia repeatedqueries.
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Chapter 6

Conclusion

This project hasresultedin the creationof a datamodel for the storageof small piecesof information, a
well-definedprotocol (an XML-RPC API) for informationstorageand retrieval, andan XML-basedformat
describingdataconformingto thatmodel.

In the designanddevelopmentof the above, a prototypeserver implementationandtwo clientswerecreated.
As well, a searchdescriptionlanguagewascreatedaspartof theAPI.

Themostimportantof theseaccomplishmentsis thedesignanddevelopmentof thedatamodelandclient-server
API for accessingthedata.This portionof theprojecthasproduceda well-specifiedAPI andexport formatfor
thedatathatcanbeeasilyimplemented(andextended)in thefuture.

Secondaryto thisis theimplementationof theprototype.While theserverandwebclientarefunctional,they are
by no meanspolishedor “productionquality” piecesof software,createdto verify theviability of thesolution
andprove theconcept.Undoubtedly, betterimplementationsof this protocolcanandwill becreated;however
theprotocolitself shouldproveto bea solid foundation.

In addition,many ideasfor future enhancementswereidentified,with the plan that this systemwill continue
beingdeveloped.
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Appendix A

Export DTD

<!--
Scraps DTD
(C) 2000 Dave O’Neill <dmo@acm.org>
Licensed under the GPL. See LICENSE file for details.
-->

<!--
A scrapbook can hold zero or more scraps. An empty scrap-

book is allowed
as valid.
-->

<!ELEMENT scrapbook (scrap*) >
<!-- Basic unit is the ’scrap’.

Scraps have mandatory and optional data, as seen below.
title, creator, description and data are all mandatory.

There must be at least one key-
word and one date (should be ’created’

if there’s only one)
There can be zero or more contributors as well.

-->
<!ELEMENT scrap

(title, creator, contributor*, description, key-
word+, date+, data )
>
<!--

A scrap has only one attribute, and it is required.
Unfortunately due to a con-

straint in the XML ID type, we need to make
our ’id’ be of type CDATA instead of type ID, as XML identi-

fiers
can’t begin with a digit.

-->
<!ATTLIST scrap id CDATA #REQUIRED>
<!--
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A creator element must contain both name and email address.
-->

<!ELEMENT creator (name,email)>
<!--

A contributor element must con-
tain name, email, and date of contribution.

It may optionally contain a note explaining the contribu-
tion.

-->
<!ELEMENT contributor (name, email, date, note?)>
<!--

A date contains one mandatory attribute: type.
A date’s type defines what event the date refers to.

-->
<!ELEMENT date (#PCDATA) >
<!ATTLIST date type (created|modified|accessed|import ed) "cre-
ated" >
<!--

The <data> element is the meat-and-
potatoes of the system. Currently, it takes

PCDATA and has one attribute, the type.
The type attribute currently can refer to three valid types:

text
- this is just plain, freeform text. It can con-

tain anything, including
markup, though certain unpleasant charac-

ters will be escaped, and all markup
is currently ignored and presented as-is.

url
- this is a URL or URI, meeting the appropri-

ate RFC standards. Purpose of this
is to classify URL data for use by web-

browsers that wish to use this system
for bookmarks.

query
- this is a stored query; this is XML text describ-

ing a query that can
be retrieved and run.

Future extensions may implement one or more of the follow-
ing type systems:

- based on MIME types. Not entirely useful for the ma-
jority of types, though

-
"xml/{thingy}" where {thingy} is the "flavour" of XML data (ie: DTD/schema type,

etc. This should be used in the future when appropri-
ate plugins can be used to

format certain types of XML data (ie: direc-
tions, restaurant review, etc)
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-->
<!ELEMENT data (#PCDATA) >
<!ATTLIST data type (text|query|url) "text" >
<!--

Simple elements with no attributes and no contained ele-
ments (only PCDATA)

-->
<!ELEMENT title (#PCDATA) >
<!ELEMENT name (#PCDATA) >
<!ELEMENT email (#PCDATA) >
<!ELEMENT keyword (#PCDATA) >
<!ELEMENT description (#PCDATA) >
<!ELEMENT note (#PCDATA) >
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Appendix B

Search EncodingDTD

<!--
Scraps DTD
(C) 2000 Dave O’Neill <dmo@acm.org>
Licensed under the GPL. See LICENSE file for details
-->

<!--
<multiquery> can contain multiple <query> elements for
querying multiple servers

-->
<!ELEMENT multiquery (query*)>
<!--

<query> contains an optional <server> tag specify-
ing other servers to

contact, and a single boolean operator tag.
-->

<!ELEMENT query (server?,(and|or|not))>
<!--

<server> should con-
tain an URL, in http://hostname.tld:port/path/ format.

If we move to XML Schemas in the future, we can spec-
ify this constraint.

-->
<!ELEMENT server (#PCDATA)>
<!--

The boolean operators can hold any number of sub-
tags. They function

as prefix-
notation operators would, ie an <and> containing three tags

represents the logical AND of all of those search conditions.
Note that an AND or OR tag can contain multiple ele-

ments, while a
NOT can only contain one.

-->
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<!ELEMENT and (and|or|not|keyword|created|modifi ed|ac cesse d|impo rted) *>
<!ELEMENT or (and|or|not|keyword|created|modifie d|acc essed |impor ted)* >
<!ELEMENT not (and|or|not|keyword|created|modifi ed|ac cesse d|impo rted) >

<!--
Character data representing a keyword.

-->
<!ELEMENT keyword (#PCDATA)>
<!--

These elements spec-
ify types of dates to be searched. They hold

elements defining how that date is to be considered.
-->
<!ELEMENT created (on|before|after)>
<!ELEMENT accessed (on|before|after)>
<!ELEMENT imported (on|before|after)>
<!ELEMENT modified (on|before|after)>
<!--

These elements hold a single date, and spec-
ify how that date is to

be searched... either exact match (on), anything previ-
ous(before) or

anything after.
Currently, the date format is not de-

fined, but it should be limited
to:

- an ISO format long date
- a character date in the format YYYYMMDDHHMMSS

as these two formats are sufficiently different so as to be
recognizable, and they are both human-readable.

-->
<!ELEMENT on (#PCDATA)>
<!ELEMENT before (#PCDATA)>
<!ELEMENT after (#PCDATA)>

35



Appendix C

ScrapsXML-RPC API Specification

This is version1.0of theScrapsAPI.

Seehttp://www.xmlrpc.com/spec for detailson XML-RPC in general.

General Inf ormation

SinceXML-RPC is generallystateless,eachAPI call mustcarry with it its own authenticationinformation.
This is doneby passinga usernameandpassword pair with eachcall.

If a call resultsin anerror, theerrorwill be returnedvia thestandardXML-RPC <fault> condition,usingthe
errorcodesdefinedbelow andanerror-specificmessage.

API Calls

Notethatfor all of thesecalls,INVALID_AUTHENTICATION, INVALID_PERMISSION,or INTERNAL_ERROR
maybereturnedif thecall doesnot completesuccessfully. In additionto these,eachcall canreturnothererror
codesasappropriate.

scraps.newScrap

Signature: struct scraps.newScrap(string username, string pass-
word, struct scrap_data)

This call createsa scrapfrom the given struct of scrapdata(seebelow for description). If the creationis
successfulandthenew scrapcanbestored,astructis returnedcontainingthescrap,includingthenewly assigned
ScrapID. An INVALID_DATA errormaybereturnedif thescrapdatais missingmandatorydatafields,or if
thesefieldscontaininvalid data.
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scraps.deleteScrap

Signature: boolean scraps.deleteScrap(string user-
name, string password, string scrap_id)

Thiscall deletesascrapandall keywordsandcontributorsassociatedwith thisscrap.If thegivenscrap_iddoes
not identify ascrapin thedatabase,ID_NOT_EXIST is returned.

scraps.fetchScrap

Signature: struct scraps.fetchScrap(string username, string pass-
word, string scrap_id)

This call takes a ScrapID as a string argument,and returnsa struct containingthe specifiedscrap. An
ID_NOT_EXISTerrormaybereturnedif thesuppliedScrapID doesnot exist on thisserver.

scraps.exportScrap

Signature: string scraps.exportScrap(string user-
name, string password, string scrap_id)

This call takesa ScrapID asa string argument,andreturnsa string containingthe scrapdata,formattedin
well-formedXML accordingto theDTD definedin AppendixA)

scraps.saveScrap

Signature: struct scraps.saveScrap(string username, string pass-
word, string scrap_id, struct scrap_data)

This call takesa ScrapID asa stringargumentanda structcontainingscrapdata.Thescrapcorrespondingto
thegivenID is updatedwith thedatagivenin thestructure.Thestructuredoesnot needto containa complete
scrap;only thechangesneedbetransmitted.CompletescrapscontaininganID maybeaddedusingthismethod
aslong astheID doesnot alreadyexist on this server;otherwisethescrapdatamaynot containanID element.
An INVALID_DATA errormaybereturnedif thegivendatais not valid.

scraps.search

Signature: array scraps.search(string username, string pass-
word, struct search_criteria)

This call takesa struct containingsearchcriteria (seebelow for description)and returnsan arrayof structs
containingmetadataon eachof theitemsthatmatchthesearchcriteria.This arrayof metadataappears“on the
wire” asfollows”
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<array><data>
<value>

<struct>
<member>

<name>id</name>
<value>

<string>054fca312df448578fbc2f656488cd f9</s tring >
</value>

</member>
<member>

<name>title</name>
<value>

<string>This is the scrap title</string>
</value>

</member>
<member>

<name>description</name>
<value>

<string>This scrap contains stuff...</string>
</value>

</member>
<member>

<name>date_modified</name>
<value>

<string>2001-03-27 09:33:53</string>
</value>

</member>
</value>

</data></array>

Eachadditionalsearch“hit” will addanew <value>sectionto thearray, containingastructwith theappropriate
metadata.

An INVALID_SEARCHerrormaybereturnedif thesearchcriteriaarenotvalid. An unsuccessful,but properly
formedsearchwill returnanemptyarray.

scraps.exportSearch

Signature: array scraps.exportSearch(string user-
name, string password, struct search_criteria)

This call takesa structcontainingsearchcriteria(seebelow for description)andreturnsa stringcontainingthe
full scrapdatafor all searchresults,formattedin well-formedXML accordingto theDTD definedin Appendix
A.

An INVALID_SEARCHerrormaybereturnedif thesearchcriteriaarenotvalid. An unsuccessful,but properly
formedsearchwill simply returnanempty<scrapbook>tag.
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scraps.import

Signature: array scraps.import(string username, string pass-
word, string import_xml)

This call takesa string containingvalid XML conformingto the ScrapsDTD andaddsthe scrapsdescribed
therein.It returnsanarraycontainingstructswith two stringelements:

� ThescrapID

� Thescraptitle

� Thestatusof thatscrap.Statusmaybe“added”,”exists”, “invalid”

ScrapID’s of all thescrapssuccessfullyimported.An INVALID_IMPORT errormaybereturnedif the input
XML is not properly formed. Note that individual scrapsin the import XML may not be importedfor one
reasonor another. This factwill benotedfor thatscrapin thearrayreturned.

ScrapStruct

Thescrapstructasreturnedby theabove callscloselyresemblestheDTD structure.Whensubmittedthrough
newScrap,only the mandatoryfields mustbe included. WhensubmittedthroughsaveScrap,only fields that
shouldbe changedon the server needbe included. When being returnedto the client, all fields for which
dataexistson theserver areincluded. Mandatoryfields for theAPI arethesamefieldsmarkedasmandatory
elementsin theDTD structurein AppendixA.

This is the structureof a scrap,asseen“on the wire” in XML-RPC transportencoding. The appearanceof
thestructureto your client applicationwill vary basedon the XML-RPC implementation(for example,using
Frontier::RPCin Perl, thestructuresarerepresentedasPerlhashes).In theinterestof brevity (not that it helps
muchhere),thesamplebelow doesnot includethedateentries“created”,“imported” or “accessed”,nordoesit
includemultiplecontributors.

<struct>
<member>

<name>data</name>
<value>

<struct>
<member>

<name>type</name>
<value>

<string>text</string>
</value>

</member>
<member>

<name>data</name>
<value>

<string>This is the data</string>
</value>
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</member>
</struct>

</value>
</member>
<member>

<name>description</name>
<value>

<string>This is a description</string>
</value>

</member>
<member>

<name>creator</name>
<value>

<struct>
<member>

<name>email</name>
<value>

<string>creator@hostname.tld</string >
</value>

</member>
<member>

<name>name</name>
<value>

<string>The Creator</string>
</value>

</member>
</struct>

</value>
</member>
<member>

<name>title</name>
<value>

<string>Foo Scrap</string>
</value>

</member>
<member>

<name>date</name>
<value><struct>

<member>
<name>modified</name>
<value>

<string>2001-03-22 18:23:22 EST</string>
</value>

</member>
</struct></value>

</member>
<member>

<name>contributor</name>
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<value>
<array><data>

<value>
<struct>

<member>
<name>name</name>
<value>

<string>A. Contributor</string>
</value>

</member>
<member>

<name>date</name>
<value>

<string>2001-03-22 18:23:22 EST</string>
</value>

</member>
<member>

<name>email</name>
<value>

<string>contrib@MyHost.tld</string>
</value>

</member>
<member>

<name>note</name>
<value>

<string>Change made to this scrap</string>
</value>

</member>
</struct>

</value>
</data></array>

</value>
</member>
<member>

<name>keywords</name>
<value>

<array><data>
<value><string>word1</string></val ue>
<value><string>word2</string></val ue>
<value>

<string>compound keyword</string>
</value>

</data></array>
</value>

</member>
</struct>
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Search Struct

Thesearchstructrequiredby thescraps.searchandscraps.exportSearchcallsis arepresentationof theextensible
query structuredescribedabove in section3.3. This struct follows roughly the samestructureas the DTD
describedin AppendixB, but it is encodedasanXML-RPC struct,ratherthanin its straightXML format,as
thismakesit easierto work with asanargumentto anXML-RPC call.

Err or Codes

Thesearethe error codesusedfor <fault> returnsfrom an API call. The numberswerechosenso asto not
conflict with valid HTTP statuscodes(asper [RFC 2616]), as thesemay alsobe returnedin an XML-RPC
<fault>response.

700SUCCESS

The commandcompletedsuccessfully. This is typically not returnedto the client, but is usedinternally, asa
SUCCESSresponseis neverusedin thecontext of anXML-RPC <fault>

701INVALID_A UTHENTICA TION

Thesuppliedauthenticationcredentialscouldnotbevalidated.

702INVALID_PERMISSION

Theauthenticateduserdoesnot have permissionto performthat call. Note that this is distinct from the “403
Forbidden”HTTP protocolerrormessage.

703INVALID_D ATA

Oneor moreof thedataparameterssuppliedfor thatcall arenot valid. Thestringaccompanying this message
shouldfurtherexplainwhy thedatais invalid.

704INVALID_SEARCH

The searchdatasuppliedis not valid. The string accompanying this messageshouldfurther explain why the
searchis invalid.

705ID_NOT_EXIST

TherequestedScrapID doesnotexist on thisserver.

706COMMAND_NO T_IMPLEMENTED

Therequestedcall is not implementedon this server.
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707INTERNAL_ERROR

An internalerrorhasoccurred.Thestringaccompanying this messageshouldfurtherexplain theerror.

708INVALID_IMPOR T

Thedatagivenfor importwasnotvalid. Thestringaccompanying thismessageshouldfurtherexplain theerror.

709ID_EXISTS

An attemptto addor importdatahasbeenmadethatconflictswith anexisting scrapID.
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Appendix D

ExampleXML Export Document

Thesampledocumentbelow providesanexampleof severaltypesof scrap,asthey wouldappearwhenexported
from thesystem.

<?xml version="1.0"?>
<scrapbook>
<scrap id="81779c77299843a98f7dfcacb7a4a0c 2">

<title>Directions to Dave’s house</title>
<creator>

<name>Dave O’Neill</name>
<email>dmo@acm.org</email>

</creator>
<contributor>

<name>Dave O’Neill</name>
<email>dmo@acm.org</email>
<date>2001-03-05 01:44:40</date>
<note>Initial entry</note>

</contributor>
<contributor>

<name>Dave O’Neill</name>
<email>dmo@acm.org</email>
<date>2001-03-05 01:48:03</date>
<note>Spelling corrections</note>

</contributor>
<contributor>

<name>Dave</name>
<email>dmo@acm.org</email>
<date>2001-04-15 17:22:04</date>
<note>new keywords</note>

</contributor>
<description>Directions to Dave O’Neill’s house in Ot-

tawa</description>
<keyword>dave o’neill</keyword>
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<keyword>house</keyword>
<keyword>directions</keyword>
<date type="modified">2001-04-15 17:22:04</date>
<date type="accessed">2001-04-16 02:57:51</date>
<date type="created">2001-02-28 00:00:00</date>
<data type="text">34 Northview Road, Apt 5.

Going west on Baseline, turn right onto Merivale.
Take a left at the next set of lights, then turn right at the end
of the road.
Continue straight for about 500m, and then turn left.
Continue straight for about 250m, then turn left onto Northview.

</data>
</scrap>
<scrap id="32440f8bc8f8438f8322700a8e858b2 1">

<title>Slashdot.org</title>
<creator>

<name>Dave O’Neill</name>
<email>dmo@acm.org</email>

</creator>
<description>A very geeky "news" and discus-

sion site.</description>
<keyword>slashdot</keyword>
<keyword>url</keyword>
<keyword>news</keyword>
<keyword>tech</keyword>
<date type="modified">2001-04-05 18:34:09</date>
<date type="accessed">2001-04-16 02:57:51</date>
<data type="url">http://www.slashdot.or g/</da ta>

</scrap>
</scrapbook>
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