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Chapter 1

Intr oduction

1.1 Motivation

Everyday, humansaccumulatenary smallpiecesof information. Someof this informationcanbeeasilystored
in existing systemssuchasaddressooksor calendarspoth of which have beenimplementedn softwaread
nauseum.However, other piecesof informationare not easily categorizedfor handlingby a domain-specific
softwaretool. For example ,whatwould you useto keeptrack of moviesrecommendedy afriend or gift ideas
for arelative? Probablynothing. Most peoplé storethis sortof informationthe old fashionedvay — on paper
eitherin a notebookor worseyet, on Post-Itnotesstuckto the inside cover of their day planneror to the edge
of their computemonitor. Thosewho do useanelectronicsolutionfrequentlyuseplain ASCII text files, or an
emailfolder to storethis sortof data. Searchingor andretrieving the informationwhenyou needit becomes
problematic,if notimpossible. Are you likely to remembethe nameof the Thai restauranin Torontoyour
friend recommende® monthsago?Evenif youwroteit down somevhere,canyoufind it?

Thetask,then,is to developa solutionto managesmall, unrelatedbits of cross-domairinformation,allowing
storage,update,searchingand retrieval, while makingit simple for the user We will call this systemthe
“Scraps’system.

1.2 Objectives

This projectaimsto:

e designanAPI for storageandretrieval of small piecesof information.
e designan XML formatfor the serializationof thisinformation.
e implementa prototypeclientandsenerimplementatiorusingthe designedAPlI.

e implementserializationof this datafor importandexport.

In accomplishinghesegoals,| hopeto further my understandingf informationmanagemenf{ML, network
communicationsandremoteprocedurecalls.

1Sourceinformal surey conductedf 10 studentsand10 softwareprofessionalén the Ottava area.



Chapter 2

Methodology

In approachinghis designproblem existing solutiongthatprovide solutiongo similar problemswvereexamined.
Then, the high-level requirementdor the systemwere determinedusingthe initial conceptandthe lessons
learnedfrom existing solutionsasa basis. Following this, potentialtechnologiesvere evaluatedand chosen.
Thesestepsareoutlinedin this chapter

Oncethesestepswere completed a final designfor the overall systemwas established.This is describedn
Chapter3.

2.1 Evaluation of existing solutions

Therearemary softwaresolutionsthatattemptto solve similar problemsto the onedescribechere.Enterprise
datamanagemensolutionsare plentiful, for example, however they are several ordersof magnitudemore
complex than neededin this situation. Instead,the evaluationof existing technologieswill focus on those
solutionsthatcanbe usedon a personalevel.

Thefive below werechoserbasedn relatively non-objectve criteria— thesewerethe applicationghatin part
inspiredthe creationof this system— andevaluatedto determinetheir strengthsandweaknessewith respect
to personabatamanagement:

Thebookmarksystemusedby the Netscapavebbrowser

TheRadioUserlandoutliner

The Palm Pilot memopad

ElectronicMail

e TheGooglesearchengine

Thebenefitsanddravbacksidentifiedin theseprogramsaresummarizedelow.
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Figure2.1: The Netscapéookmarkamanager

2.1.1 NetscapeBookmarks

TheNetscapdookmarktoolisn’t somethingypically thoughtof whenyouthink of aninformationmanagement
tool, but it doesmanagea particulartype of information— HTTP and FTP URLS — for the Netscapeaveb
browser Otherinternetbrowsershave similar functionality, howeverwe will focuson Netscapes solutionhere.
Theversionof Netscapevaluatedherewasversion4.76for Linux.

Netscapes bookmarktool certainlyisn’t the greatestvay to managenformation— it hasinducedmary soft-
warecreatorgto authorreplacementools [Sherman,1999 to provide betterfunctionality— but, it doeshave
its goodpointsin additionto thebad.

Ontheproside,Netscapes bookmarksystemallows for simple,one-touchadditionof abookmarkfor the page
beingviewed. Location,title information,andcreationdateareautomaticallystoredwhencreatinga bookmark
thisway. It alsoupdatesa “Last visited” field eachtime thelink is used,soyou cantrackrecently(or not so
recently)usedinformation. The bookmarksystemalsoallows for the addition of a textual descriptionof the
bookmarkin additionto thetitle. Editing abookmarkcanbe seenin figure2.2.

A plusfor theNetscapeystemis thatit allows a hierarchicabrrangemenof nestingfolders(seefigure2.1),al-
lowing informationto becategorizedandgrouped It alsousesanopen readabldormat(HTML with Netscape-
specificelementags)for datastorageallowing third partyappslik e the replacementools mentionedabove to
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Figure2.2: Editing abookmark

manipulatehe datawhile still allowing full accesdy the browser

On the conside,the easy-to-usasystembecomesncreasinglydifficult to handleasthe numberof bookmarks
rises. Locatingthe information you want, even with the built-in searchtool, canbe nearly impossiblewith
hundredof bookmarksn dozensof catgyories.As thequantityrises,theability to properlysortandcategorize
thebookmarksdrops. As well, the searchtool doesnot provide a listing of multiple results. Insteadyou need
to stepthroughthe resultsindividually, usingthe “find next” operationratherthanbeingableto seeall search
resultsataglance.

The hierarchicalarrangemendf the bookmarkscanbe a benefitprovidedthatit canbe adequatelynaintained,
but oneof its maindrawbackss thatit is difficult andtime-consumindo have the sameanformationlistedunder
multiple folders. To do this, Netscapgrovidesan “Alias” option, allowing you to have a pointerbackto the
original bookmark.However, in practice thisis cumbersoméo use,andthusseldomis.

2.1.2 Radio Userland Outliner

Radio Userland(http://radio.userland.org ) is an applicationand webserer that allows usersto
customizeonlinecontentandto publishtheirown. In additionto its mary otherfeaturesit allows creationand
editing of contentin usingits built-in outliner. That outliner’'s native formatis the Outline ProcessoMarkup
LanguaggOPML)[OPML 1.0, Winer, 2001].

The statedgoal of OPML is

[...] to have atransparenthsimple,self-documentingextensibleandhumanreadabldormatthat’s
capableof representinga wide variety of datathat’s easily browvsedand edited. As the format
evolvesthis goalwill bepresered. It shouldbe possiblefor areasonablyechnicalpersonto fully
understandhe formatwith a quick readof a singleWeb page.



Thisis extremelysimilar to our goals,soobviously OPML andits outlinertool bearsa closerlook.

The mainbenefitof the outlineris its ability to link in others’OPML codeanddisplayit within the context of
your own outlinehierarchy The OPML formatitself is simple,well-structuredandstoresappropriatenetadata
suchasthe creators nameand email addressa title, and creation/modificatiordates. It's also designedwith
human-readabilityn mind. An exampleof OPML canbeseenin Algorithm 1.

Algorithm 1 An exampleof OPML

<?xml version="1.0" encoding="1S0-8859-1" ?>
<opml version="1.0">
<head>

<title>Sample OPML</title>
<dateCreated>Sat, 03 Mar 2001 19:42:29 EST</dateCreated>
<dateModified>Mon, 05 Mar 2001 22:11:39 EST</dateCreated>
<ownerName>Dave O’'Neill</ownerName>
<ownerEmail>dmo@acm.org</ownerEma il>

</head>

<body>
<outline text="Today's TODO List™>

<outline text="Fly to Mars” />

<outline text="Download movie listings” type="link”
url="http://ottawa.film-can.com/a vantg o/" />
<outline text="Eat Cheese” />
</outline>
</body>
</opml>

The downsideto this systemis that it follows a traditional outliner model. Contentorganizationis strictly
hierarchical,and while this is a good modelfor outliners, it isn’t necessarilythe bestchoice for a general
informationsystem.

2.1.3 Palm Pilot Memo Pad

The basicMemo Pad that shipswith PalmOSallows a userto createand store brief notesthat canlater be
searche@ndviewedonthedevice, or transferredo anothefPalmOSdevice or a desktopcomputer

Creatingandeditinga memois very simple (seefigure 2.3). Thereis only onetext areato fill, andyour first
linein it becomeshememotitle. Thesizeof amemois constrainedt4,000charactershut sincemostmemos
are enteredusing Palm’s Graffiti handwritingrecognition,they are unlikely to getthis large. Memoscanbe
assignedo a category for groupingpurposes.

The main benefitsof this tool areits simplicity, andthe ability to easilyandquickly transfermemosor entire
catgyoriesof memosto anotherPalm uservia the Palm’s built-in infrareddataport. Also, thefull text of these
memosis searchabléhroughthe Palm’s searchcapability

Thedravbacksaremostlyrelatedto the simplenatureof thetool. Thereis no metadat&eptor transmittedwith
eachmemoasa memosimply consistof unstructuredext, wherethefirst line is thetitle. Also, thereis only
onelevel of cateyorizationallowedwith no hierarchiesandmemoscannotbelistedin multiple categories.



Figure2.3: Editing amemoon the Palm

2.1.4 Electronic Mall

This “solution” is really a numberof solutions,onefor eachpieceof email client softwarein existance.Many
peopleusetheir emailinbox andfoldersasa filing systemfor informationthey’ve reciered. Someevensend
themselesemail sothey canfile a particularpieceof informationwith the rest. The prosand consof doing
this are consideredn an aggreatebasis,taking into accountthe generalpropertiesof email readersandnot
focusingon ary singlereader

The benefitsof doingthis arefairly obviousto anyoneaccustomedo usingelectronicmail. Informationin an
incomingemail canbe immediatelyfiled to the appropriatestoragelocation. It's a format that encodeditle,
creatoranddateinformation,andallows for arbitrarycontentof ary typeandsize. It alsoallows the end-user
to chooserom awide variety of userinterface(in this case mail clients). Thetool is alsofamliarandin most
caseaisedon adaily basis.

The drawbacksof this may not be as obvious. First, oncereceved, email is not a terribly efficient storage
medium,asthe overheadof the mail protocolin question(generallySMTP)is retainedn multiple mail header
lines, mostof which are not relevant oncethe messagénasbeenreceved and stored. Examiningone of the
authors own emailfoldersusedfor this purposeshovedthatfor anemailfile containing5858linesin 219582
bytes,only 3823linestotalling 11982 1byteswereusefulinformation(including the Subject:andFrom: head-
ers). Theremainder(46% of theraw file size,or 35% of thelines) washeadeiinformationusedin the SMTP
protocol.

Second,email clientsdo not make it terribly easyto import and export individual piecesof information for

useon portableor handhelddevices. Third, the useof email asan informationmanagementlevice generally
precludesallowing third-partiesaccesgo the datacontainedasmuchof the surroundingnformationmay be
personabr confidentialin nature.

2.1.5 Googlesearch engine

Google(http://www.google.com ) is a searchenginedesignedo accuratelyindex andsearctthe World
WideWeh While notapersonalnformationmanagemerdevice, it is worth considerindor its searchinterface.



The searchinterfaceitself is extremelysimple. The default searchis to AND all of the searchtermstogether
More complex searchearepossibleput in factthey areseldomneededTheresultsof the searcharedisplayed
togetheiin rankedorder(in starkcontrasto mostof the searctcapabilitiesn existing informationmanagement
programs).

Its main benefitis thatit is extremelyaccurate— so accuratehatthey cockily placean“I’'m FeelingLucky”
button on the searchinterfacethatwill take you directly to the top-ranled searchresult. However, to achieve
suchaccurateresults,Googleusesa complex pagerankingsystemthat could not be duplicatedon a personal
scale.

2.2 Requirementscapture

In examiningthe featuresandlimitations of the existing solutions,a numberof essentialequirementgor the
new systemwereidentified.

It must be simple to use.

The systemmust be simple for the end-userto learn and use,and it mustbe simple for a programmerto
understanéndimplementa front-endclient or aback-endsener component.

It must allow both peerto-peerand client-server models.
The systemwill be designedo have both client and sener components.However, thesecomponentsanbe

combinednto asingleapplicationthatcanberunasa“peer” onthenetwork andinteractwith otherclientsand
seners.

It must be network-enabled.

The systemmustallow clientsandsenersto speakto eachotheroverary TCP/IPnetwork.

It must haveimport and export capabilities.

Thesystemmustbeableto import from andexportto acommondataformat, to facilitatedatainterchangevith
otherprogramghatdo not or cannotusethe network RPC-basednethodto communicate.

It must not belimited to any hardware or software platform.

The systemshouldnt be tied to a particularhardware or software platform, nor shouldimplementationbe
confinedto oneprogrammindanguage.

It must not betied to any particular backend database.

Thesystenmustnotrequireary particulardatabas@aclend.Individualimplementationsantake advantageof
SQL, XML structuredstorageBerkeley DB, or anything else.However, the designwill be suchthata specific
back-endstoragesolutionis not specifiedor required.



It must be designedto allow for futur eenhancements.

The protocolandexport formatshallbe designedvith future expansionin mind wherepossible.

It must support a full setof operations.

The protocol and implementatiormustinclude commanddor adding,deleting, editing, viewing, searching,
importing,andexportingdatato andfrom the system.

It must allow both simple and advancedsearches.
A simpleway for usersto querythe systemis necessaryasthe majority of querieswill mostlikely be multiple

keywords AND’ed together However in ensuringsimplicity, the systemmustnot limit the ability to allow
powerful advancedsearches.

It must store metadataon eachpieceof information.

The systemmuststorea certainamountof metadatan eachpieceof information. Metadataelementsuchas
time of lastupdate hameof author andtitle informationareessential.

It must be a genericsolution.

The setof dataandmetadataequiredwill be definedasgenerallyaspossibleto allow for the managementf
mary typesof potentiallydisparatedatain the samesystem.

It must be usablewithout a network.

The applicationmustbe ableto functionin a standalonesrvironment. In a networked ervironment,it will be
ableto take advantageof network searchesndpeerto-peerdataexchange however it mustbefully usablein
its own right asa stand-along@ersonainformationmanagemertbol.

2.3 Evaluation of potential technologies

In evaluatingexisting technologiesor use,therewerethreeareasof focus; the dataexport format, the RPC
mechanismandthesearchsyntax.

2.3.1 Dataexport format

Sinceanextensible platformindependanstandards neededor dataexport, theonly realoptionhereis XML.

XML (the eXtensibleMarkup Language)s a markuplanguagentendedto represenstructurednformationin
aself-describingtext-basedormat. It wasdesignedo be simple,straightforvard,andeasyfor applicationgo
processSinceit is atext-basedormat,it canbeusedacrosanultiple platformsandoperatingsystemswithout



difficulty. This, andthe factthatit is a free, openstandardandthat thereare several reusabldibrariesand
componentshatsupportreadingandwriting XML madeit idealfor this system.

With the choiceof XML, thefield wasnarrovedbut by no meanscomplete. With XML, thereareseveralother
relatedstandardsndstandards-in-progresi the interestsof simplicity andstability, this projectwill notuse
XML schemasrnamespace#, will useonly XML 1.0[XML 1.0] andtheDTD approacho definingour XML
elements.

XML itself doesnotdefineadocumenformat,it merelydefinegheparametersvithin whichonecanbecreated.
Onemustcreatea DTD, or DocumentType Definition, describingthe valid contentand structureof an XML
documentOnly thendo you have an XML-baseddocumenformat.

In looking to find a relevantexisting XML DTD for this application,nonewerefound. While thereare mary

specificationgor XML dataformatsavailable,thevastmajority of themareunsuitedo this systempeingeither
too domain-specificor too complex. So, it wasdeterminedhatfor this system,a new documenspecification
would needto be created Thisis explainedfurtherin chapter3.

2.3.2 RPC Protocol

A remoteprocedurecall (RPC) basedprotocol, usedto executeproceduresn a remotemachine,is a good
way to achieve the network transpareng desiredfor this systemwithout introducingexcesscomplexity to the
applicationson eitherend.

SinceXML waschosento be the dataexport format, it wasonly naturalto considerthe XML-basedremote
procedurecall protocolsXML-RPC and SOQAP as possiblechoicesfor our remotecommunications Both of
theseRPCmethodswork by marshallingthe datainto XML at call-time, passinghe XML acrossthe wire to
theremotemachine whereit is unmarshalledor the applicationon the remoteendto procesghe call. Upon
return, the processs repeatedn the otherdirection. The preferredmethodof network transportfor both of
theseprotocolsis HTTP overa TCP/IPnetwork.

XML-RPC is an RPCprotocoldevelopedin mid-1998by Dave Winer of UserLand. It wasdesignedo be a
“just-enough”solutionfor remoteprocedurecallsover XML.[W iner, 1999 As suchiit is relatively lightweight
andsimple,with few “bells andwhistles”. The protocolis frozenandno furtherchangedo it arebeingconsid-
ered.

SQAP[SQAP 1.]] is a follow-on to XML-RPC, originally createdby a collaborationof UserLand,Develop-
Mentor, andMicrosoft. It is now underdevelopmenty a W3C working group. It containsmary morefeatures
thanXML-RPC, includingtheuseof XML Schemasndnamespacesiew datatypes,differenterrorhandling,
anda muchmorecomple« encoding.

Both of thesehave good cross-platformand cross-languagsupport,and arein reasonablywide use. At first
glance,it would seemthat SQAP would be the naturalchoicefor this application,asthereis existing support
for it, andit is expectedby mary to supplantXML-RPC for mostapplications.However, XML-RPC is stable,
containkall thefeaturemeededor this systemandis notsufferingfrom thecreepingeaturismthathasbefallen
SQAP.

2.3.3 Seairch syntax

Knowing thatwe will beusingXML for bothexportandtransportjt would seento be naturalto usean XML-
basedsearchsyntax. Thereare several attempts,in varying stagesof completion,to definean XML query



language Of these the W3C’s work-in-progress<Query [XQuery] appeardo bethe only realcontendefor a
standard.

Theproblemwith XQueryin this caseis thatit is nota querylanguagdor defininggeneralsearchesis XML,

it is aquerylanguagé€for definingsearchesn XML. As we make no assumptionasto the back-enddatabase
implementationye cannotassumehat the databasavill bein XML. Becauseof this, XQueryis unsuitedto
thetaskat hand. OthersearcHanguagesuchas SQL alsohave similar dravbacks,beingdesignedo querya
certaintype of data.

Thequerydescriptiorlanguageneedgso bestructuredo meetseveralneedsTheclientmustbeableto translate
the appropriateend-useisearchinput into the descriptionlanguagefor transmissiorto the sener. The sener
mustbe ableto translatethe querydescriptioninto the correctformatto querythe back-enddatabaseFinally,
thequerydescriptionanguagemustbe serializabl€for storagetself, or for export.

Becausef theseneedsandbecauseve will needto performatranslatioronbothendswewill needto develop
ourown simplesearchencoding.Thisis definedin Section3.3.
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Chapter 3

Design

After arriving upon a set of generalrequirementsand somesuitabletechnologieso use,the major design
questionsstill remain. We needto determineexactly what setof datawe wish to storeand make available.
Then,we needto determinehow this datawill be stored,exchangedandsearched.

3.1 What data do we want?

3.1.1 The Scrap

Sincethe systemis beingdesignedo storesmall piecesof information,we needto establishhow to describe
thesmallestpieceof datain it. We will call this basicunit ascrap. In keepingwith thistheme we will referto

ourlocaldatabasef scrapsasa collection andan XML-exportedgroupof scrapsasa scrapbook Theseterms
will beusedthroughoutheremaindeiof the document.

In determiningwhat sort of dataa scrapshouldhold, threemain goalswerekeptin mind. First, the dataset
mustbe completeenoughto allow all relevantmeta-informatioraboutthe datato be storedalongwith it. For
example,retainingassociatedformationlik e a shortdescriptionthe datecreated andthe authors nameand
emailaddresss essential.

Secondjt mustbe genericenoughto allow the samescrapspecificatiorto be usedto describedatafrom mary
differentdomainswithout waste.Having datafieldsthatareseldomor never usedbecausehey areirrelevantto
thetype of datastoredwithin is to be avoided.

Third, it mustbe extensible. Theremay be future usesfor this systenthathave notbeenervisionedyet, or the
designmay simply overlooksomething.The designshouldnot precludefuture extensions.

Thegoalsabove parallelthe largergoalsof the Dublin CoreMetadatdnitiative[Dublin Core, 1999, andsothis
designwill draw upon,andaimfor compatibilitywith, the Dublin CoreElementSet.

Thedatathatwill bestoredin ascrapare:

data Thedataitself. Thiscanbein ary of theallowedtypes(seebelaw). This specificatioris content-neutral,
sothedatafield cancontainanything thatcanbe safelyrepresentethsidean XML documentHowever,
it is intendedthatonly text-basectontentwill be supportedor thetime being.

11



datatype This describeghetype of datapresent.The purposeof this is to allow for specialhandlingof data
dependingntype. Currently we will only supportthreetypes:

text This indicatesthat the datacontainedin the datafield is plain ASCII text. Thereis currentlyno
supportfor Unicode.

url Thisindicateshatthe datafield containsa singleURL. This allows referenceso externalcontentor
largerdocumentgo bereferencedrom within the system.Client programsshouldallow the URL
to beopenedn the appropriatepplication(webbrowser FTP client, etc).

query Thisindicatesthatthe datasectioncontainsa storedsearch Seesection3.3for details.

title This is atitle for the scrap. It will be frequentlyusedby client applicationsas a title, and as a quick
indicatorof the contentof the scrap.It shouldbe shortanddescriptve.

description This containsalongerdescriptionof the content.It canbe moreverbosehanthetitle, but should
be no morethana summaryof the actualdata,notaduplication.

keywords Eachscrapwill be associatedvith one or more keywords. Keywords shouldbe short, only one
or two wordslong. Spacesapostrophesand hyphensmay be used. The usageof other punctuation
characterss not permitted. The keywordsareusedto locateandextract scrapsrom a collectionvia the
searchmechanismexplainedin furtherdetailin section3.3.

date Eachscrapcanhave oneor more datesassociatedvith it. Thesedateswill typically be automatically
storedby the software,andnot entereddirectly by theuser Currently four differentdatescanbe associ-
atedwith eachscrap:

created Thedatethatthe givenscrapwasinitially created.This shouldnotbechangedverthelifetime
of thescrap.

modified Thedatethescrapwaslastmodifiedonthis system.Sincescrapsanbecopiedandexchanged,
this dateonly appliesto this copy of thescrap.

accessedThe datethe scrapwaslast accessen this system. As above, this dateonly appliesto this
copy of the scrap. It is updatedon ary accessso both readsandwrites shouldchangethis date,
while searcheshouldnot.

imported The datethe scrapwas importedinto this system. This dateshouldbe setif the scrapis
importedinto the local scrapcollectionfrom anothersystemvia RPC,or from an exported XML
scrapbook.

creator Thecreatorof the scrap.For the creatoranameandemailaddressill bestored.This identifies,and
providesa meanof contacting the persorresponsibldor thisinformation.

contributors We alsowishto storealist of all peoplewho have contributedto the particularscrap.This allows
trackingof changedgrom the original asit is modified. For eachcontributor, we will storename,email,
dateof contribution,andanoptionalnotedescribingthechanges.

Onemore pieceof information mustbe stored,andthatis anid thatallows eachscrapto be uniquelyiden-
tified. Sincethe inherentdesignof this systemis for scrapsto be exchangedwe needsomeform of unique
identificationthat will not clashwith identifierscreatedby others. The natureof the systemis alsosuchthat
we cannothave somecentralagentassigninguniqueidentifiers. Becauseof this, we will usethe DCE UUID
(UniversalUnique Identifier) scheme. UUIDs have since beenstandardizedn ISO/IEC 11578, but asthis
ISO standards notfreelyavailable thedocumentatiomt http://www.opengroup.org/onlinepubs/

12
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Figure3.1: Communicatiorwithin the Scrapssystem.

9629399/apdxa.htm  [UUID] wasusedfor our implementation.This schemecould be easilyreplacedby
anothemethodof generatinga globally-uniquedentifier, but the UUID schemesenesour purposesadequately
for themoment.

Below, in section3.2,we describehow this datawill be exportedandexchanged.

3.2 How dowecommunicate?

At this point, we have alreadydecidedupona network-basedclient-sener modelfor our system.This model
usestwo methodsof communicatiorfor the purposeof dataexchange.A diagramillustrating thesepossible
communicatiormethodscanbe seenin figure 3.1.

Thefirst is dataexchangevia the XML-RPC protocol,intendedor talking to clientsandsenersconformingto
the designof this system.As mentionedabove, XML-RPC communicatesicrossa network connectionusing
theHTTP protocol.lgnoringprogrammindanguagealependenissuesatypical XML-RPC call proceedsn the
mannerdescribedn figure 3.2. It is generatedn native formaton the client, encodedas XML, transmittedto
thesener, decodedandprocessedThis thenhappensn reverse to returntheresultsto theclient.

The seconds the dataexport format, intendedfor dataarchiwal, off-line operation,andinteractionwith other
applications. This methodrequiresthat the exportedfiles be transportedn someout-of-bandmannerbefore
beingimportedthroughsomeclientandinto a sener, eitherthe originatingone,or anothersener.

Generally clientsareexpectedto have somesortof network accessMost, if notall, moderndesktopoperating
systemsallow useof the loopbackinterfaceto accesshe local machineusing network protocols,so this is
a reasonablysaferequirement. Clients that require disconnectedccesswhereno communicatiorwith the
scrapssener is possible,canbe implementedo cachesearchresultsin the client for later use,or to usethe
import/exportmechanismgrovided.

3.2.1 The API
The RPCAPI sitson top of XML-RPC (aschosenabove in section2.3.2). The goal of the API designwasto

supportall basicfunctionality for manipulatingthe scrapsin a collectionassimply aspossible. With thatin
mind, the APl commandgurrentlydesignedare:
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1) Client encodes data to server over HTTP.
as an XML-RPC call
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processing.
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7) Client decodes result 5) Server encodes result
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i . for transmission lient.
processing. 6) Server transmits data or transmission to client

to client over HTTP.

Figure3.2: Life-cycle of anXML-RPC call.

scraps.newScrapCreatesa new scrapin thecollectionusingthe givendata.
scraps.fetchScrap Returnsall dataon a scrapwith the givenscrapidentifier
scraps.deleteScrapDeletesa scrapfrom the collection.

scraps.saeScrap Updatesanexisting scrapwith new information,or storesa newly-importedscrapobtained
from anothersener.

scraps.seach Searcheshecollectionfor scrapsmatchingthe givencriteria
scraps.exportScrap Exportsthe scrapwith the givenscrapidentifier
scraps.exportSeach Exportsall scrapanatchingthegivensearckcriteria.
scraps.import Importsa singlescrapor a scrapboolof scrapgnto the collection.

Eachof thesefunctionstakesa usernamendpassverd, bothin plain ASCII text, beforethe function-specific
arguments.Theusermustbe authenticateduccessfullyfor the commando be processed

Therearealsocommanddgor manipulatingthe userdatabaseCurrentlytheseare

scraps.useradd Addsanew userto the databasevith the givenusernamendpassverd.
scraps.useremove Remaoestheuserwith thegivenusername.

scraps.userxchangeRssword Altersthe passvord for the givenuserto the new passverd supplied.
scraps.usewerify Verifiesthevalidity of ausername/passwd combination.

scraps.uselist List all valid usersin the database.

Eachof thesefunctionstakesa usernamendpassverd, bothin plain ASCII text, beforethe function-specific
arguments.Theusermustbe authenticateduccessfullyffor the commando be processed.

This APl is fully describedn AppendixC.
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3.2.2 The export format

The export formatis to provide a serializationof all datapertainingto a scrapin the collection. As mentioned
previously, thiswill bedoneusingvalid XML conformingto a DTD definedfor this system All of thedataand
metadatdor the scrap,asoutlinedabove, will beoutputto this exportformat.

TheexportDTD is fully describedelon in AppendixA. A sampleof the export formatin usecanbeseenin
AppendixD.

3.3 How dowefind it?

Now that we have definedwhat the datais, andhow it canbe accessedwe needto know how to make that
accessneaningful.Specifically how canwe fetchinformationfrom the collection?

Thefirst way of fetchingascrapis by retrieving it by id. Thisis doneby usingthescraps.fetchScrap()
method,whichis calledwith anid asanargument.It will returnthefull datafor the scrapmatchingthatid, if
it existsonthesystem.

The secondway of fetchinginformationis by performinga search. Searchesre primarily keyword based,

usingbooleanogic (AND, OR, NOT) to tie the keywordstogetherto achiere the desiredcombination.Onthe
sener, the searchis performedby matchingthe desiredkeywordsfrom the searchcriteria againstthe stored
keywordsfor eachscrap.

3.3.1 Why a keyword-basedsystem?

Oncewe have storeddataon thesystemwe needawayto retrieveit later A plainfull-text searchis anobvious
first choice. The main dravbackof this type of searchs thatit doesnt understandhe context andsemantics
of theinformation. Also, theinformationitself may not be plain text, asa scrapcanhold otherdata,suchas
a URL or XML-formattedtext. Naturallanguageprocessingould take careof someof this, but it would not
provide suflicientimprovementespeciallyin casesvherethe datais too short,or doesnot actuallycontainary
wordsthatwould provide anadequateearctkey.

Insteadwe will useauserprovidedkeyword system.This hasafew obviousbenefits:

e Userscansupplymeaningfulkeywords,usingappropriatecontext.
e Keywordsneednotbedrawn directly from the contentor othermetadata.
e Sincekeywordsareusersuppliedtheuseris morelik ely to usethe samekey termsin searching.

Also, thereis no reasorwhy a client programcould not automaticallygeneratethe keywordsfrom the scrap
data,descriptionor title if theclientauthorsodesired.

IHowever, supportexists in the protocol for searchingon other metadatasuch as datesor creatornames. This hasnot yet been
implementedn the prototypecode.
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3.3.2 The Search Encoding

Searchingmustbe simple, but allow more powerful searcheso be used. Balancingthesecanbe difficult as
simplicity andpower oftenconflict. In addition,we neededo definea searchin suchaway that:

e The samesearchformat can be usedfrom mary different clients, possibly implementedon multiple
platformsandin multiple programmindanguages.

e Theclientcanmalke the searchassimpleor aspowerful asneededor theusers.
e Thesystemcanstoresearchesor reuselater

e The searchsystemcanbe expandedfor othertypesof searchsuchasdateranges,authorshipor data
type.

To dorthis, it wasnecessaryo designanintermediatdormatto encodesearchesThe searchwould be entered
into the client programin a non-specifiedormat,translatednto our intermediatdormatfor transmissiono the
sener, andin the sener code,translatednto the appropriatdormat for searchinghe implementation-specific
back-enddatabase.

In keepingwith the restof the system,this formatis structuredn an XML-friendly manner A searchin our
intermediatdormatcanbein oneof two encodings First, it maybe encodedasa structin XML-RPC (asper
the API specificationin Appendix C) for transmissiorto a sener, or it may be encodedn XML (usingthe
DTD specifiedn AppendixB) for storageasascrap,or for stand-alone&xport. The softwareon eitherendmay
internallyrepresenthe searchin any way necessary

ThesimplesearcHormatis basicallya prefix-notatiorsystemwheretheargumentdollow theboolearoperator
in alist. Thisis simpleto encodeboth as straight XML (wherethe argumentsto the booleanoperatorare
containedn atag thatdefinesthatoperator)or in an XML-RPC structencoding(wherethe algumentsto the
booleanoperatorarecontainecasa valuein thatoperators structmember).

Insidethis prefix-notationarrangementomesthe searchspecifiershemseles. The booleanoperatorscanbe
combinedandembeddedn ary sortof nestedarrangementut ultimately they mustcontaina searchspecifier
Currentlydefinedspecifiersarekeywordsanddates

A keyword specifierconsistof simplecharactedatarepresentingnekeyword. Multiple keywordsarechained
togetherappropriatelyby the booleanoperators.

A datespecifieris named-created”,"imported”,”accessedtr "modified”. Thesdabelsseneto identify which

datefield of the scrapis to be matchedagainst. Inside the datespecifieris anotherelementthat containsthe

actualdate(asplain text data)to be matched.The nameof this elementdefineshow the dateis to be matched.
Valid valuesare“on”, “before”, and“after”, definingwhetheror not we wish to retrieve itemsthat matchthe

dateexactly, occurbeforeit, or occurafterit.

Wrappingthis boolearlogic is aqueryspecifier Insidea queryspecifiertherearefour valid elementsthethree
booleanoperatorsandan optional“server” specifierthat providesa URL to the sener we wish to search.See
algorithm2 for an exampleusinga LISP-like syntax. Only oneof the threebooleanoperatorscanbe present
insideaquery Thesearchmustbe formedsothatthereis only onetop-level booleanelement.

Abovethislies thetop level of a searctconstruct.Thisis the multiqueryelement.t cancontainmultiple query
elementstheresultsof which areaggreyatedtogetherandreturnedoncethe queryis complete.Note that this
definitiondoesnot allow a multiqueryto performoperationn the retrieved results.For example,you cannot
searctSener A andSener B andthenreturnthesetof resultsthatis presenbnly on SenerA but noton Sener
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Algorithm 2 A simplesearchexampleformattedin a LISP-like style.
(and
(keyword  “banana”)
(not
(keyword  “ninja”)
(or
(keyword  “pickle™)
(accessed
(after “Sat Mar 10 09:08:00 EDT 2001")
)

)
)

This describes searchequivalentto the sentence:

Returnall scrapsmatchingkeyword “banana”and not matchingkeyword “ninja” and matching
keyword “pickle” or accessedfterMarch10that9:08am.

B. Thisis anintentionalomissionto reducecompleity, thoughthis an areawherefuture enhancement® the
searctprotocolmaycomeinto play.

Themultiquery, thoughvalid in all contets, doesnot provide ary benefitnor make any sensavhenthequeries
containedwithin it do notreferto multiple seners.

3.4 How dowestoreit?

As ageneralrule, the systemshouldnot betied to ary particularstoragemplementation.However, to imple-
menta prototype we needto choosesomeform of back-endstorage For easeandspeedf developmentijt was
decidedthatthe prototypewould usean SQL database.

The databaseisedfor this prototypeis MySQL (http://www.mysql.com/ ).

3.5 DesignConclusions

This systemwill consistof two maincomponentsa clientcomponentainda sener componentThesetwo have
differentresponsibilities The sener is to storethe dataandsene it up in responseo appropriateAPl com-
mands.Theclientis to presentanappropriatdront-endto the user andtranslateuserinputinto theappropriate
API commanddo manipulatedataon the sener.

Communicatiorbetweerthe componentsvill useour definedAPI overthe XML-RPC protocol. Indirectcom-
municationcanalsobe achievedthroughexportingandimportingdatafrom eachcollection.

Theexportformatwill be XML, basecbnaDTD we have defined.

Searchcriteriawill be encodedby the client in a setformat, and transmittedto the sener, whereit will be
decodedo performthe searchon the appropriateback-enddatabase Searchcriteria canalsobe serializedas
XML andstoredin the systemasa scrap for lateruse.
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Theprototypewill initially implementonly thekeyword-basegbortionof thesearchschemawith otherportions
to follow.
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Chapter 4

Implementation

The prototypeimplementationis intendedto be a demonstratiorof the capabilitiesof the Scrapssystem.It
consistof threeseparatgarts;a sener componenta web-basealient componentanda partially-functional
GUI client.

For easeandspeedodf developmentthesethreepieceswere developedusingthe Perl programminganguage,
usingthe excellentreusablecomponentsvailable throughthe Comprehensie Perl Archive Network (CFAN
http://www.cpan.org/ ).

No performanceuning was donefor this implementationand as such,thereare mary openpossibilitiesto
enhancehe speedcandmemoryfootprint of theseprograms.

This chapterdocumentghe creationof thesethreecomponents.

4.1 Sewer

The overall designof the sener is that of a simple HTTP sener that handlesXML-RPC requestsdecodes
themfrom the XML-RPC encodingfor handlingby local Perl code,andthenencodeghe returnedresultin
XML-RPC to bereturnedasanHTTP response.

The core of this is the useof Perl's HTTP::DAEMON class,to handlethe HTTP requestsand the FRON-
TIER::RPC2 classwhichhandleghemarshallinganddemarshallindor the XML-RPC protocol. Thedatabase
back end usedis MySQL (http://www.mysqgl.com/ ), a freely available simple SQL database.Perl’s
databaséibrary, theDBI andDBD::MYSQL classesareusedto connecto the database

4.1.1 DatabaseSchema

Thedatabasschemdor this prototypewascreatedo berelatively simple,andto follow ascloselyaspossible
the ScrapsDTD in SQL. This SQL schemaconsistsof threetables, scrap”, “contributor” and“user”. An E-R
diagramof this schemacanbe seenin figure4.1.

The“scrap”tableholdsall informationon a scrap.Eachscrapin the databaseanbe associateavith multiple
contributors,which arestoredin the“contributor” table. Contributorsin this tableareassociateavith scrapsy
thescrapid element.
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Figure4.1: An E-R diagramof the back-enddatabase

The"user” tableholdsusernamandpassverd informationthatis currentlyonly usedto connecto the system,
andis notassociatedavith the scrapdataatall.

In the first iteration of the prototype,a fourth table, “keyword” was also used. In an early revision of the
prototype,the “scrap” tablewasfurther decomposedio storemultiple keywordsin a separateable,usingthe
scrapid asa linking element. This proved problematic,assearchingor scrapsthat matchmultiple keywords
becamdlifficult becauséeywordswere storedin a separatdable. Insteadof this table,the “k eywords” field
wasintroducedinto the “scrap” table. Multiple keywordsare storedin this field usinga delimiterto separate
them. This allows searchqueriesto beimplementedn amuchmorestraightforvardmanner

4.1.2 Program flow

The prototypeseneris writtenin a simplelinearfashion.At starttime, a connectiorto the databasegan HTTP
sener object,andan XML-RPC decoderareall createdasis a lookup tablemappingAPI call namesto Perl
functioncalls. We thenwait onincomingHTTP connections.

WhenanHTTP connections receved, we stopacceptingncomingconnectiongallowing themto queueup)
andhandlethe newly recevedconnection.lt would be desirablefor a productionimplementatiorof this code
to handlemultiple connectionsimultaneouslyhrougheithera threadedr forking sener model,however this
addsneedlessompleity to a proof-of-concepprototype.

For eachincomingconnectionye determinats validity asan XML-RPC call. If it is notone(ie: is someother
HTTP requestfor a documentperhaps)ve returnan HTTP “Forbidden”response Otherwise,we begin the
procesof decodingthecall. Thisis handledby the parse_request() functionin our sener code.

parse_request() firstattemptdo decodehe XML-RPC call, andthencheckit to ensurét is well-formed.
If it is not,theappropriateerroris returnedusingthe XML-RPC faultmechanismThismechanisnwill generate
a catchablesxceptionon theclient.

If it is a well-formed call, we then begin to handleits data. As explainedin Appendix2.3.2, the first two
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arguments to ary of our API callsis a usernamendpassverd. We usethis informationto validatethe user
againstour databaséthe user table). If the useris not valid, we returnan INVALID_AUTHENTICATION
faultto theclient.

We then checkto seethat the call invoked is actually a definedone on this sener. We perform this after
authenticationn orderto notgive away ary informationwhatso&erto anunauthenticatedser

After performingthis step,we thenusethe lookup tableto determinethe appropriatePerl function to handle
thiscall

4.1.3 Handling of API calls

The API calls are handledby a correspondingPerl function. To executethe correspondind?erl codefor an
API call, alookuptablekeyedonthefull API call nameis usedto returnafunctionreferenceThis functionis
theninvoked, passingt the authenticatedisernamea referenceo our databaseonnectionandthe remaining
argumentvaluesgivento the call. It will then eitherreturnsuccessin which casethe resultsrequestedy
the call arereturnedor failure,in which caseanappropriateXML-RPC faultis returnedindicatingthe failure
condition.

The Perlfunctionsthemselesareimplementedn the SCRAPS and SCRAPS::USER packagesUnfortunately
dueto thelookup methodused thesepackagesirenot Perlobjects but aresimply functionsdefinedin another
namespacerlhisis sufficient for our purposesbut is not particularlyelegant. A properobject-orientedlispatch
methodwould be preferred andwill beimplementedn the future, possiblyusingoneof the creationaldesign
patterns[Gammal, 995 pp87-107].

4.2 WebClient

Thewebclientis designedasa simplemulti-pageCGl script, usingseveral publically-available Perlmodules,
specificallythe CGI moduleto dealwith CGl interactionthe HTML:: TEMPLATE moduleto encapsulat¢he
HTML portionsof our interfaceaway from our code the FRONTIER::CLIENT moduleasour XML-RPC inter-

face,andthe CRYPT::BLOWFISH and CRYPT::CBC modules,usedto encryptour authenticatiorinformation
(moreonthatlater).

In additionto thesepublically availablemodulesthe codeusesa dispatchmechanisnoriginally written by the
authorfor a previousweb-basegbroject. Sincethe web client wasimplementedafter the sener, it doesusean
improveddispatchmethod(animplementatiorof the AbstractFactorypatternjGamma,1995 (87)]) to invoke
theappropriatéhandlerfor therequesteaperationfrom the CGI request.

This scriptrunsusingthe standardCGl interface,astestedusingthe Apachewebserer, thoughit could easily
be modifiedto run asa sener extensionusingmod_perl.

4.2.1 UserAuthentication

Sinceour API requiresausernamandpasswerdfor eachcall, we needsomeway of storingthisinformationfor
reuseasit wouldbeextremelyanngingto theuserif werequeste@usernamandpassverdbeenteredor each
operation.The methodchoserfor this wasto useHTTP Cookies. A “cookie” is a small pieceof information

1Unlike SOAP, parameterin anXML-RPC call arepositional. SOAP usesnamedparameters.
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Figure4.2: Themenuasseenin thewebclient

storedon the client’s browser that is returnedto the sener with eachHTTP requestmade. To implement
this solution,we usedthe PerlmoduleCrYPT::CBC, which s a simpleinterfacefor symmetricencryptionof
arbitrarydata. It canuseseveralunderlyingencryptionalgorithms but we have choserthe Blowfish algorithm
asimplementedn CRYPT::BLOWFISH. Oncea userhassuppliedtheir usernameand passverd for the first
time, they arecombinedtogetherandencryptedusinga secretsener key via the CRYPT::CBC module. This
givesusanencryptedstringwe canthenusein our cookie.

If anHTTP requestomesin bearingthis cookie,andthe cookiedecryptsto provide a usernamendpassverd
thatcanbevalidatedvia the API, the userdoesnot needto entertheir passverd.

4.2.2 Structure

Onceauserhasloggedin, they arepresentedvith a menu. This menu(seenin figure 4.2)liststhe operations
immediatelyavailableto them. At login, the available optionsareto adda scrap,searchfor a scrap,import
scrapspr log out. Also availableareusermanagementommandsaddinga useror listing users.

Viewing of a scrapis availableonly from the resultsof a search.Fromtheview of a scrap,you canchooseto
editit or exportit.

Exportationof a scrapboolof scrapscanbe donefrom the searchresultspage. First, you defineyour search
criteriasuchthatthe datayou wish to exportis returned.Then,you select‘export resultsasscrapbook”.

The searchresultspageis alsowherea searchmay be storedasa scrap. Currently though,thereis no way to
executea storedsearchn this prototype.
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Figure4.3: Web-clientsearchresultspage.

A screenshoof the searchresultspagehighlightingthesefeaturescanbe seenin figure4.3. The “store search”
and“exportresultsasscrapbook’operationsanbe seemearthe bottom. Thesearchmayalsoberefinedusing
thesearchbox atthetop.

4.2.3 EventHandling

Thebasicstructureof this CGl scriptis asfollows.

The CGl is invokedby thewebserer. It determinesheoperatiorto performby checkingthe’op’ parametepf
theincomingrequest.The DISPATCHER class(anAbstractFactory)thencreateshe appropriatehandler

Handlersaresubclassesf a SCRAPS::CLIENT::HANDLER classdesignedor this application.This classcon-
tainscommonfunctions(for gettingandsettingdata,generatingemplatesetc)anddefinesacommoninterface
of over-ridablefunctionsto beimplementedy eachsubclasgo performthe event-specifioperations.

Eachvalid operationhasits own subclasssuchas SCRAPS::CLIENT::HANDLER::VIEWSCRAP. Thisis where
theactualwork is done,performingthe XML-RPC callsandformattingtheresultsfor returnto the browser

4.2.4 A sampleoperation - editscrap

It is probablybeyond the scopeof this reportto give a detailedexplanationof eachoperationthat can be
performedsoin theinterestof brevity, only the editscrapoperatiorwill be explained.
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Figure4.4: Viewing searchresultsin the GUI client.

Oncethe CGl requesthasbeenreceived,theuserauthenticatedandthe handlerclassfor the“editscrap”opera-
tion createdandinitialized, thehandlersprocess()  methodis called.

This methodfirst checksto make sureary essentiabatais presentin the request.If not, anerroris returned.
Then,acheckis performedo seeif we aresubmittinga completecedit, or if we arerequestinghe form to edit
aspecificscrap.If thelatter, we retrieve the original datafor thatscrap,generatéhe HTML output,andreturn.

If we areprocessinga completededit, we needto constructan API call andsendit. Thisis relatively simple,
asnoneof the datavalidationis doneon the client. All we needto do is constructthe appropriatePerl data
structure(in this case,an anorymoushash)for the FRONTIER::CLIENT moduleto turn into an XML-RPC
encodedstruct. We thenperformthe appropriateRPC call, andawait the results. If it is successfulywe usean
HTTP redirectto sendthe userto the viewscrappage wherethey will be ableto seetheir new changeslf the
call fails, we redisplaythe edit form alongwith anappropriateerror messageSincedatavalidationis doneon
the sener, enteringof invalid datawill triggeran error, andthe usershouldbe allowedto correctthe dataand
resubmit.

4.3 GUI client

TheGUI clientisintendedo provide asimplemethodof accessinghe Scrapssystemwithouttheneedof aweb
browseror CGl-enabledHTTP sener. Theclientis writtenin Perl,anduseghe Gtk windowing toolkit (http:
Ilwww.gtk.org/ ) for its graphicalinterface.At thetime of thiswriting, it is not feature-completeThe GUI
client currentlyonly supportssearchingandviewing of scraps.Editing, exporting, andusermanagemendre
notyet supported.
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The designof this clientis relatively simple. Using the Gtk eventframework, we bind callbacksto eventsthat
will initiate theappropriateactions.For example the buttonpresseventfor thesearchouttontriggersthesearch
callback.ThisfunctionmakesanAPI call (usingFRONTIER::CLIENT) anddisplaystheresultsin thelist widget
(seefigure4.4for anexample).

Clicking onthetitles of eachof thecolumnsin thesearcHist will sortthelist by thosecolumns.Double-clicking
onary of thesearchresultrowswill displayafull view of the scrapin aseparatavindow.
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Chapter 5

Futur e Enhancements

Throughoutthe project, several ideasarosethat would be excellentadditionsto the system,but would be too
time consumingo implementwithin thedeadline During planningandimplementationthesedeaswerenoted,
andallowancesveremadefor future expansionin the designandimplementatiorstagego supporthem.

Theauthorintendsto continuework on this projectin thefuture,astime allows. This sectionpresents few of
themorefeasibleof theseideas.

Transaction-layer security

The currentprototypeimplementatiorpassesll informationin the clearover the network. Futureimplemen-
tationsshould optionally be able to use TLS (TransactionLayer Security)as definedin RFC 2246 http:

Ilwww.ietf.org/rfc/rfc2246.txt (The TLS Protocolversion1.0) and RFC 2818 http://www.

ietf.org/rfc/rfc2818.txt (HTTP over TLS). TLS is the next iteration of the SSL (SecureSoclets
Layer) protocol createdby Netscape.This canbe easilyaccomplishedisingthe OpenSSUibrary available
from http://www.openssl.org/ , howeverthe administratve overheadf generatingandmanagingcer

tificatesmay not be worth the troublefor mostpurposes.

Multi-thr eadedprototype server implementation

Currently the prototypesener only supportssingle connections This wasa decisionmadeto easedehugging
andimplementatiorof the prototype. It would be reasonablysimpleto implementa traditional UNIX forking
sener to dealwith multiple requests.A threadedmplementatiormay necessitat@ising anotherlanguageof
implementationasPerl’'s threadingsupportis still unstable.

EnhancedUser Management

Currently the API supportsnultiple users put doesnotallow theassignatiorof permissiorievelsto theseusers.
As such,all usershave equalpermissiorto add,edit,anddeletescraps.

Improved usermanagementhat will allow for permissiongo add, edit, delete,and searchscrapsaddedor
revokedon a peruserbasisis definitelynecessary

A furtherimprovementwould beto creategroups,with which both usersandscrapscould be associatedThis
would allow only userdn a certaingroupto view certainscraps.
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Categorization System

Thekeyword-basedystenis reasonablgoodfor retrieval of informationvia a searchput doesmake browsing
of dataratherimpossible asyou needto have definedsearclrriteria.

Adding a categyorizationsystemwould allow for brawsing of the systems content,andallow for easilyrestrict-
ing searcheso a specificcategory. Also, a categorizationsystemcould easilybe madehierarchical similar to
thatof the OpenDirectoryProjecthttp://dmoz.org/ or Yahoohttp://www.yahoo.com to allow for
“drilling down” into areasof interestor broadera searchacrossa largerareawithout having to dealwith extra
booleanoperatoror precedenceuleswhencreatinga search.

Clients for PDAs and portable devices

A clientfor PalmOS-base®DAs is a definitepriority for thefuture. This would requiretheimplementatiorof
aviewer thatwould run on the PDA, anda desktopconduitthatwould connectto the sener andsynchronize
changesaisingthe XML-RPC API.

An interim solutionmay be to useexisting Palm tools (suchasthe Memo Pad) to view exporteddatafrom the
scrapcollection.

Onlineviewing for the Palm mayalsobe possible givenappropriatevirelessinternetaccess.

Impr oved searching

The searchcapabilitycould easilybeimproved,bothin the designandin the prototype.Featuresuchasfull-
text searchingouldbe addedo thedesignfor example.In theprototype afull implementatiorof the existing
searclprotocolis necessary

Extend to allow for binary data

Binary datais easilyhandledn both XML andXML-RPC throughBase-64encoding.However, extendingthis
systento handlearbitrarybinarydatamaysubvertits original goalof beinga methodfor storingandexchanging
smallpiecesof information. It wasnot designedo be a generaimetadatasolution,andshouldprobablynot be
usedasone.

Thatsaid,someof theconcept®xploredheremaybeusefulin designingagenericwrapperfor storingmetadata
on ary file format,asan offshootof this project.

Pluggable“content handlers” for viewing

It would beaninterestingextensionto addcross-platfornpluggablecontentypes,perhapsisingtheeXtensible
Stylesheet anguaggXSL http://www.w3.0rg/Style/XSL/ ) to translatethe structuredcontentfrom
the datasectioninto properly formatteduserviewable data. For example,a data-typeof xml/movie-review
couldbedisplayedandformattedappropriatelyusingthis displayplugin.
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Protecting contentintegrity

A contentintegrity protectionsystemis anotherpossibleaddition. This would not be a contentprotection
systemin the digital rights managemensenseof the word. It would not ensurethatthe contents viewing or

distribution couldbecontrolledby theoriginal author;it would be usedto ensurethatany contentdistributedas
beingfromtheoriginalauthorcouldbeverifiedassuch,andvalidatedto ensurehatit is completeuneditedand
unmodified.This couldbeaccomplishedisingdigital signaturemethodsuchasPGPor GPGandtheir existing

infrastructurefor key verificationandkey revocation. With a verification systemworking in this mannery it

would be simpleto verify that a scraprecieved by searchinga network peeris asthe authorhad intended.
Digital signaturescould also be chainedin sequence- this would be usedby contributors who have made
correctionsor updatego a signedoriginal andwish themto be verifiably correctandcomplete.

Constraints on search results

With the currentAPI, it is entirely possiblethat a searchmay return hundredsor thousand®f results. This
couldpotentiallycauseproblemsontheclientend,dueto the sheemumberof resultsoverwhelmingtheclient’s
resources.Two potentialremediedor this situationare possible.First, extendingthe scraps.search call
to take anargumentrepresentinghe maximumnumberof resultsto return. Seconda new searchcall couldbe
implementedhatwould storethesearchresultsonthesenerandallow theresultsto beretrievedin manageable
chunksvia repeatedjueries.
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Chapter 6

Conclusion

This project hasresultedin the creationof a datamodel for the storageof small piecesof information, a
well-definedprotocol (an XML-RPC API) for information storageand retrieval, and an XML-basedformat
describingdataconformingto thatmodel.

In the designand developmentof the above, a prototypesener implementatiorandtwo clientswere created.
As well, asearchdescriptionlanguagevascreatedaspartof the API.

Themostimportantof theseaccomplishmentis thedesignanddevelopmenbf thedatamodelandclient-sener
API for accessinghedata.This portionof the projecthasproducecda well-specifiedAPI andexport formatfor
thedatathatcanbeeasilyimplementedandextended)n thefuture.

Secondaryo thisis theimplementatiorof theprototype.While thesenerandwebclientarefunctional they are
by no meangolishedor “productionquality” piecesof software,createdo verify the viability of the solution
andprove the concept.Undoubtedlybetterimplementation®f this protocolcanandwill be createdhowever
theprotocolitself shouldprove to bea solid foundation.

In addition, mary ideasfor future enhancementwereidentified, with the plan that this systemwill continue
beingdeveloped.
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Appendix A

Export DTD

<l--

Scraps DTD

(C) 2000 Dave O'Neill <dmo@acm.org>

Licensed under the GPL. See LICENSE file for details.

->
<I--

A scrapbook can hold zero or more scraps. An empty scrap-
book is allowed

as valid.

>
<IELEMENT scrapbook (scrap*) >
<l--  Basic wunit is the ’scrap’

Scraps have mandatory and optional data, as seen below.

title, creator, description and data are all mandatory.
There must be at least one key-
word and one date (should be ’'created’
if there’s only one)

There can be zero or more contributors as well.
>
<IELEMENT scrap
(title, creator, contributor*, description, key-
word+, date+, data )
>
<l--
A scrap has only one attribute, and it is required.
Unfortunately due to a con-
straint in the XML ID type, we need to make
our 'id’ be of type CDATAinstead of type ID, as XML identi-
fiers
can't begin with a digit.
>
<IATTLIST scrap id CDATA#REQUIRED>
<I--
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A creator element must contain both name and email address.
-->
<IELEMENT creator  (name,email)>
<l--
A contributor element must con-
tain name, email, and date of contribution.
It may optionally contain a note explaining the contribu-
tion.
-->
<IELEMENT contributor (name, email, date, note?)>
<l--
A date contains one mandatory attribute: type.
A date’'s type defines what event the date refers to.
>
<IELEMENT date = (#PCDATA) >
<IATTLIST date type (created|modified|accessed|import ed)
ated" >
<l--

cre-

The <data> element is the meat-and-
potatoes of the system. Currently, it takes
PCDATAand has one attribute, the type.
The type attribute currently can refer to three valid types:
text
- this is just plain, freeform  text. It can con-
tain  anything, including
markup, though certain unpleasant  charac-
ters will be escaped, and all markup
is currently ignored and presented as-is.
url
- this is a URL or URI, meeting the appropri-
ate RFC standards. Purpose of this
is to classify URL data for use by web-
browsers that wish to use this system
for bookmarks.
query
- this is a stored query; this is XML text describ-
ing a query that can
be retrieved and run.
Future extensions may implement one or more of the follow-
ing type systems:
- based on MIME types. Not entirely useful for the ma-
jority of types, though

"xml/{thingy}" where {thingy} is the "flavour" of XML data (ie: DTD/schema type,

etc. This should be used in the future when appropri-
ate plugins can be used to

format certain types of XML data (ie: direc-
tions, restaurant review, etc)
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>
<IELEMENT data (#PCDATA) >
<IATTLIST data type (textjquery|url) "text" >
<l--
Simple elements with no attributes and no contained ele-
ments (only PCDATA)
>
<IELEMENT title (#PCDATA) >
<IELEMENT name (#PCDATA) >
<IELEMENT email (#PCDATA) >
<IELEMENT keyword (#PCDATA) >
<IELEMENT description (#PCDATA) >
<IELEMENT note (#PCDATA) >
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Appendix B

Search EncodingDTD

<l--

Scraps DTD

(C) 2000 Dave O'Neill <dmo@acm.org>

Licensed under the GPL. See LICENSE file for details

->
<l--
<multiquery> can contain  multiple <query> elements for
querying  multiple servers
>
<IELEMENT multiquery (query*)>
<l--

<query> contains an optional <server> tag specify-
ing other servers to
contact, and a single boolean operator tag.
>
<IELEMENT query (server?,(and|or|not))>
<l--
<server> should con-
tain an URL, in http://hostname.tld:port/path/ format.
If we move to XML Schemas in the future, we can spec-
ify this constraint.
>
<IELEMENT server (#PCDATA)>
<l--
The boolean operators can hold any number of sub-
tags. They function
as prefix-
notation operators  would, ie an <and> containing three tags
represents the logical AND of all of those search conditions.
Note that an ANDor ORtag can contain multiple ele-
ments, while a
NOT can only contain  one.
->
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<IELEMENT and (and|or|not|keyword|created|modifi ed|ac cesse d|limpo rted) *>

<IELEMENT or (and|or|not|keyword|created|modifie dlacc essed |impor ted)* >
<IELEMENT not (and|or|not|keyword|created|modifi edjac cesse d|impo rted) >
<l--
Character data representing a keyword.
>
<I[ELEMENT keyword (#PCDATA)>
<l--

These elements spec-
ify types of dates to be searched. They hold
elements  defining how that date is to be considered.
>
<IELEMENT created (on|before|after)>
<IELEMENT accessed (on|before|after)>
<IELEMENT imported (on|before|after)>
<IELEMENT modified (on|before|after)>
<I--
These elements hold a single date, and spec-
ify how that date is to
be searched... either exact match (on), anything previ-
ous(before) or
anything  after.
Currently, the date format is not de-
fined, but it should be limited
to:
- an 1SO format long date
- a character date in the format YYYYMMDDHHMMSS
as these two formats are sufficiently different so as to be
recognizable, and they are both human-readable.
>
<IELEMENT on (#PCDATA)>
<IELEMENT before (#PCDATA)>
<IELEMENT after (#PCDATA)>
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Appendix C

ScrapsXML-RPC API Specification

Thisis version1.0 of the ScrapsAPI.

Seehttp://www.xmlrpc.com/spec for detailson XML-RPC in general.

General Information
Since XML-RPC is generallystatelesseachAPI call mustcarry with it its own authenticatiorinformation.
Thisis doneby passinga usernamendpassverd pair with eachcall.

If acall resultsin anerror, the errorwill bereturnedvia the standardXML-RPC <fault> condition,usingthe
errorcodesdefinedbelow andanerrorspecificmessage.

API Calls

Notethatfor all of thesecalls,INVALID_AUTHENTICATION, INVALID_PERMISSION,or INTERNAL_ERROR
may bereturnedf the call doesnot completesuccessfullyln additionto these gachcall canreturnothererror
codesasappropriate.

scraps.newScrap

Si gnature: struct  scraps.newScrap(string username, string  pass-
word, struct  scrap_data)

This call createsa scrapfrom the given struct of scrapdata(seebelow for description). If the creationis
successfuaindthenew scrapcanbestoredastructis returnedcontainingthescrapjncludingthenewly assigned
ScrapID. An INVALID_DATA error may bereturnedif the scrapdatais missingmandatorydatafields, or if
thesefields containinvalid data.
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scraps.deleteScrap

Si gnat ure: boolean scraps.deleteScrap(string user-
name, string password, string  scrap_id)

This call deletesa scrapandall keywordsandcontributorsassociatedvith this scrap.If thegivenscrap_iddoes
notidentify ascrapin thedatabasdD NOT_EXISTis returned.

scraps.fetchScrap

Si gnature: struct  scraps.fetchScrap(string username, string  pass-
word, string  scrap_id)

This call takes a ScrapID as a string agument, and returnsa struct containingthe specifiedscrap. An
ID_NOT_EXIST errormaybereturnedf the suppliedScraplD doesnot exist onthis sener.

scraps.exportScrap

Si gnature: string  scraps.exportScrap(string user-
name, string password, string  scrap_id)

This call takesa ScrapID asa string agument,and returnsa string containingthe scrapdata,formattedin
well-formed XML accordingto the DTD definedin AppendixA)

scraps.saeScrap

Si gnature: struct  scraps.saveScrap(string username, string  pass-
word, string  scrap_id, struct  scrap_data)

This call takesa ScraplD asa stringargumentanda structcontainingscrapdata. The scrapcorrespondingo

thegivenID is updatedwith the datagivenin the structure.The structuredoesnot needto containa complete
scrap;only thechangesieedbetransmitted CompletescrapsontaininganID maybeaddedusingthis method
aslong asthe D doesnot alreadyexist onthis sener; otherwisethe scrapdatamay not containanID element.
An INVALID_D ATA errormaybereturnedf thegivendatais notvalid.

scraps.seach

Si gnature: array scraps.search(string username, string pass-
word, struct  search_criteria)

This call takes a struct containingsearchcriteria (seebelown for description)and returnsan array of structs
containingmetadatan eachof theitemsthatmatchthe searctcriteria. This arrayof metadatappearson the
wire” asfollows”
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<array><data>
<value>
<struct>
<member>
<name>id</name>
<value>
<string>054fca312df448578fbc2f656488cd fo</s tring >
</value>
</member>
<member>
<name>title</name>
<value>
<string>This is the scrap title</string>
</value>
</member>
<member>
<name>description</name>
<value>
<string>This scrap contains  stuff...</string>
</value>
</member>
<member>
<name>date_modified</name>
<value>
<string>2001-03-27 09:33:53</string>
</value>
</member>
</value>
</data></array>

Eachadditionalsearchhit” will addanew <value>sectionto thearray containinga structwith theappropriate
metadata.

An INVALID_SEARCHerrormaybereturnedf thesearclcriteriaarenotvalid. An unsuccessfulut properly
formedsearchwill returnanemptyarray

scraps.exportSeach

Si gnature: array scraps.exportSearch(string user-
name, string password, struct  search_criteria)

This call takesa structcontainingsearcicriteria(seebelow for description)andreturnsa string containingthe
full scrapdatafor all searchresults formattedin well-formed XML accordingto the DTD definedin Appendix
A.

An INVALID_SEARCHerrormaybereturnedf thesearcltriteriaarenotvalid. An unsuccessfulut properly
formedsearchwill simply returnanempty<scrapbook:tag.
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scraps.import

Signature: array  scraps.import(string username, string pass-
word, string import_xml)

This call takes a string containingvalid XML conformingto the ScrapsDTD and addsthe scrapsdescribed
therein.It returnsanarraycontainingstructswith two stringelements:

e ThescraplD
e Thescraptitle

e Thestatusof thatscrap.Statusmaybe“added”,"exists”, “invalid”

ScraplD’s of all the scrapssuccessfullymported. An INVALID _IMPORT errormay be returnedif theinput
XML is not properly formed. Note that individual scrapsin the import XML may not be importedfor one
reasoror another Thisfactwill be notedfor thatscrapin thearrayreturned.

Scrap Struct

The scrapstructasreturnedby the above calls closelyresembleshe DTD structure.Whensubmittedthrough
newvScrap,only the mandatoryfields mustbe included. When submittedthroughsareScraponly fields that

shouldbe changedon the sener needbe included. When being returnedto the client, all fields for which

dataexists on the sener areincluded. Mandatoryfields for the API arethe samefields marked asmandatory
elementsn theDTD structurein AppendixA.

This is the structureof a scrap,asseen“on the wire” in XML-RPC transportencoding. The appearancef

the structureto your client applicationwill vary basedon the XML-RPC implementation(for example,using
Frontier::RPQn Perl,the structuresarerepresentedsPerlhashes)in theinterestof brevity (notthatit helps
muchhere) the samplebelon doesnotincludethedateentries‘created”,“imported” or “accessed’nor doesit

includemultiple contributors.

<struct>
<member>
<name>data</name>
<value>
<struct>
<member>
<name>type</name>
<value>
<string>text</string>
</value>
</member>
<member>
<name>data</name>
<value>
<string>This is the data</string>
</value>

39



</member>
</struct>
</value>
</member>
<member>
<name>description</name>
<value>
<string>This is a description</string>
</value>
</member>
<member>
<name>creator</name>
<value>
<struct>
<member>
<name>email</name>
<value>
<string>creator@hostname.tld</string
</value>
</member>
<member>
<name>name</name>
<value>
<string>The Creator</string>
</value>
</member>
</struct>
</value>
</member>
<member>
<name>title</name>
<value>
<string>Foo Scrap</string>
</value>
</member>
<member>
<name>date</name>
<value><struct>
<member>
<name>modified</name>
<value>

<string>2001-03-22 18:23:22  EST</string>

</value>
</member>
</struct></value>
</member>
<member>
<name>contributor</name>
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<value>
<array><data>
<value>
<struct>
<member>
<name>name</name>
<value>
<string>A. Contributor</string>
</value>
</member>
<member>
<name>date</name>
<value>
<string>2001-03-22 18:23:22  EST</string>
</value>
</member>
<member>
<name>email</name>
<value>
<string>contrib@MyHost.tld</string>
</value>
</member>
<member>
<name>note</name>
<value>
<string>Change made to this scrap</string>
</value>
</member>
</struct>
</value>
</data></array>
</value>
</member>
<member>
<name>keywords</name>
<value>
<array><data>
<value><string>wordl1</string></val ue>
<value><string>word2</string></val ue>
<value>
<string>compound keyword</string>
</value>
</data></array>
</value>
</member>
</struct>
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Search Struct
Thesearchstructrequiredby thescraps.seardndscraps.geportSearcitallsis arepresentationf theextensible
query structuredescribedabove in section3.3. This structfollows roughly the samestructureasthe DTD

describedn AppendixB, but it is encodedasan XML-RPC struct,ratherthanin its straightXML format, as
this makesit easierto work with asanargumentto an XML-RPC call.

Err or Codes

Thesearethe error codesusedfor <fault>returnsfrom an API call. The numberswere chosenso asto not
conflict with valid HTTP statuscodes(as per [RFC 2616), asthesemay also be returnedin an XML-RPC
<fault>response.

700SUCCESS

The commandcompletedsuccessfully This is typically not returnedto the client, but is usedinternally, asa
SUCCESSesponsés never usedin the context of an XML-RPC <fault>

701INVALID_A UTHENTICA TION

Thesuppliedauthenticatiorcredentialcould not be validated.

702INVALID_PERMISSION

The authenticatediserdoesnot have permissionto performthatcall. Notethatthis is distinctfrom the “403
Forbidden”"HTTP protocolerrormessage.

703INVALID_D ATA

Oneor moreof the dataparametersuppliedfor thatcall arenot valid. The stringaccompaying this message
shouldfurtherexplain why the datais invalid.

704INVALID_SEARCH

The searchdatasuppliedis not valid. The string accompaging this messagehouldfurther explain why the
searchis invalid.

705ID_NOT_EXIST

TherequestedceraplD doesnotexist onthissener.

706 COMMAND_NO T_IMPLEMENTED

Therequestedall is notimplementedn this sener.
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707INTERNAL_ERROR

An internalerrorhasoccurred.The stringaccompaying this messagshouldfurtherexplain theerror.

708INVALID_IMPOR T

Thedatagivenfor importwasnotvalid. Thestringaccompaming this messagshouldfurtherexplaintheerror.

7091D_EXISTS

An attemptto addor import datahasbeenmadethat conflictswith anexisting scraplD.
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Appendix D

Example XML Export Document

Thesampledocumenbelow providesanexampleof severaltypesof scrap asthey would appeamwhenexported
from the system.

<?xml version="1.0"?>

<scrapbook>

<scrap id="81779c77299843a98f7dfcacb7ad4alc 2">
<title>Directions to Dave’'s house</title>
<creator>

<name>Dave O’Neill</name>
<email>dmo@acm.org</email>
</creator>
<contributor>
<name>Dave O’Neill</name>
<email>dmo@acm.org</email>
<date>2001-03-05 01:44:40</date>
<note>Initial entry</note>
</contributor>
<contributor>
<name>Dave O’Neill</name>
<email>dmo@acm.org</email>
<date>2001-03-05 01:48:03</date>
<note>Spelling corrections</note>
</contributor>
<contributor>
<name>Dave</name>
<email>dmo@acm.org</email>
<date>2001-04-15 17:22:04</date>
<note>new keywords</note>
</contributor>
<description>Directions to Dave O’'Neill's house in Ot-
tawa</description>
<keyword>dave o'neill</keyword>
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<keyword>house</keyword>
<keyword>directions</keyword>

<date type="modified">2001-04-15 17:22:04</date>
<date type="accessed">2001-04-16 02:57:51</date>
<date type="created">2001-02-28 00:00:00</date>

<data type="text">34 Northview Road, Apt 5.
Going west on Baseline, turn right onto Merivale.
Take a left at the next set of lights, then turn right
of the road.
Continue  straight for about 500m, and then turn left.

Continue  straight for about 250m, then turn left onto
</data>

</scrap>

<scrap id="32440f8bc8f8438f8322700a8e858b2 1">
<title>Slashdot.org</title>
<creator>

<name>Dave O’Neill</name>
<email>dmo@acm.org</email>

</creator>

<description>A very geeky "news" and discus-

sion site.</description>

<keyword>slashdot</keyword>

<keyword>url</keyword>

<keyword>news</keyword>

<keyword>tech</keyword>

<date type="modified">2001-04-05 18:34:09</date>
<date type="accessed">2001-04-16 02:57:51</date>
<data type="url">http://www.slashdot.or g/</da ta>
</scrap>
</scrapbook>
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